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Notes

Before operation, we strongly advise users to read this manual and keep it properly for
using later.

Please use the specified power supply to connect.

Avoid from incorrect operation, shock vibration, heavy pressing which can cause
damage to product.

Do not use corrosive detergent to clean main body of the camera. If necessary, please
use soft dry cloth to wipe dirt; for hard contamination, use neutral detergent. Any
cleanser for high grade furniture is applicable.

Avoid aiming the camera directly towards extremely bright objects, such as, sun, as this
may damage the image sensor.

Please follow the instructions to install the camera. Do not reverse the camera, or the
reversing image will be received.

Do not operate the camera in extreme temperatures or extreme humidity conditions.

Use the power supply supplied authorized by a PROVISION-ISR technician.

Keep away from heat sources such as radiators, heat registers, stove, etc.

The instructions in this manual could be outdated; if you need any clarifications you can
contact an authorized PROVISION-ISR technician. PROVISION-ISR reserves the
right to add changes to this manual and publish it online in our website
(www.provision-isr.com): there may be inconsistencies with the latest version. This

applies to any and all software upgrades and product improvements, interpretation and
modification added. These changes will be published in the latest version without
prior notification.

When this product is in use, the relevant contents of Microsoft, Apple and Google will
be involved in. The pictures and screenshots in this manual are only used to explain
the usage of our product. The ownerships of trademarks, logos and other intellectual
properties related to Microsoft, Apple and Google belong to the above-mentioned
companies.

All pictures and examples used in the manual are for reference only.
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1 Introduction

This IP-CAMERA (short for IP-CAM) is designed for high performance CCTV solutions. It
adopts state of the art video processing chips. It utilizes most advanced technologies, such as
video encoding and decoding technology, complies with the TCP/IP protocol, SoC, etc to
ensure this system more stable and reliable. This unit consists of two parts: the IP-CAM
device and central management software (short for CMS). The CMS centralizes all devices
together via internet or LAN and establishes a sound surveillance system to realize unified
management and remote operation to all devices in one network.

This product is widely used in banks, telecommunication systems, electricity power
departments, law systems, factories, storehouses, uptowns, etc. In addition, it is also an ideal
choice for surveillance sites with middle or high risks.

Main Features

ICR auto switch, true day/night

3D DNR, digital WDR

ROI coding

Support CVBS output

Support MIC IN

PoE power supply

Support smart phone, iPad, remote monitoring (Via Provision CAM/HD)
Vandal-proof

Support P2P (NET Traversal)
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2 1IE Remote Access

You may connect IP-Cam via LAN or WAN. Here only take IE browser (6.0) for example.
The details are as follows:

2.1 LAN

In LAN, there are two ways to access IP-Cam: 1. access through IP-Tool; 2. directly access
through IE browser.

2.1.1 Access through IP-Tool

(D Make sure the PC and IP-Cam are connected to the LAN and the IP-Tool is installed in the
PC from the CD.

@ Double click the IP-Tool icon on the desktop to run this software as shown below:

(® Modify the IP address. The default IP address of this camera is 192.168.226.201. Click the

information of the camera listed in the above table to show the network information on the
right hand. Modify the IP address and gateway of the camera and make sure its network
address is in the same local network segment as the computer’s. Please modify the IP address
of your device according to the practical situation.

For example, the IP address of your computer is 192.168.13.4. So the IP address of the camera
shall be changed to 192.168.13.X. After modification, please input the password of the
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administrator and click “Modify” button to modify the setting.

& [ The default password of the administrator is “123456”. ]

@ Double click the IP address and then the system will pop up the IE browser to connect

IP-CAM. IE browser will auto download the Active X control. After downloading, a login
window will pop up as shown below.

PROVSION

Language English e

B save thep

oK ) Cancel

Input the username and password to log in.

& [ The default username is “admin”; the default password is “123456”. ]

2.1.2 Directly Access through IE

The default network settings are as shown below:

IP address: 192.168.226.201

Subnet Mask: 255.255.255.0

Gateway: 192.168.226.1

HTTP: 80

Data port: 9008

You may use the above default settings when you log in the camera for the first time.

(D Manually set the IP address of the PC and the network segment should be as the same as
the default settings of the IP camera. Open the network and share center. Click “Local Area
Connection” to pop up the following window.
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s N
@ Local Area Connection Status. g
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 00:01:27
Speed: 100.0 Mbps
Activity
Sent — %! ——  Received
-4
Bytes: 27,480 | 778,065
[ I@Properﬁes ] [ @D\sab\a ] [ Diagnose ]

Select “Property” and then select internet protocol according to the actual situation (for
example: IPV4). Next, click “Property” button to set the network of the PC.

- ~
Internet Protacal Version 4 (TCP/IPvd) Properties [ 2 [

General

You can get [P settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

tain an [P address automatially

) Use the following TP address:

IP address: 192 . 168 . 226, 4
Subnet mask: 255,255 .255. 0
Defauit gateway: 192,188 . 226. 1

Obtain DNS server address automatically
@) Use the following DNS server addresses:
Preferred DNS server: 192 . 168 . 226 . 1

Alternate DNS server:

[ validate settings upan exit

@ Open the IE browser and input the default address of IP-CAM and confirm. The IE
browser will download Active X control automatically.

(® After downloading Active X control, the login dialog box will pop up.

@ Input the default username and password and then enter to view.

2.2 WAN

Take access the camera by the router or virtual server for example
(O Make sure the camera is well connected via LAN and then log in the camera via LAN and
go to the Config->Network Config->Port menu to set up the port number.
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@ Go to Config > Network Config=> Wired menu to modify the IP address.
® Go to the router’s management interface through IE browser to forward the IP address and

port of the camera in the “Virtual Server”.

" Obtain an TP address automatically

& Use the following IP addr

IF hddress 192 168 & &

HITE Fort a0 Subnet Mask 255 255 . 255 o Gateway 192 168 ] 1

& Obtain IS server address automatica
dla Rard 008 5 Use the following DHE serv

Prefervsd DFS [ 1az  16g . 6 . 1 Altersst= I [ 5 .5 & .6

ISP Fort = server: server:
Port Setup IP Setup
Port Range
Application _Start_ End Pratocol IP Address Enabl

[L———7"T5008 | to |9008 | |Both|~| 1921686 6 1
Msu [t [81 | [Both[=] 1921688 ] 5]
E | [1o000] 1o [10001] 182.168.6.[ 1686
4 | [21000] 1o [22001] [Both[~| 1s21ems [156]
[ | [7777 |0 [7778 | [Both[+] 1s21686 [208]
[6 | [1029 | 1o [1030 | 182168.6.[207|

Router Setup

oooo

@ Open the IE browser and input its WAN IP and http port to access.
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3 Remote Preview

3.1 The Remote Preview Interface

1970-1-1 14:27:37

1 People icon 6 | Full screen

2 Fix size 7 | Start recording
3 Actual size 8 | Playback

4 Zoom in 9 | Snap

5 Zoom out 10 | Enable audio

e When motion detection alarm is triggered, the people icon will turn red.

Right click to pop up a pull-down list as shown below:

Stream: Three streams are optional. Z T04x576 Z5fps
Turn off the live: Click this item to close present live preview. 3 352x285 23fps
Full screen: The live preview picture will be full-screen display. Turn off the live
Double click or click right mouse to return to the previous Ensble audio
interface. Full Sereen

Online User

Online user: Display the current user connecting to the device.
System Information

System information: Display the device information: device name,
firmware version, software build date, kernel version and hardware version.



Page 7 IP CAMERA USER MANUAL

3.2 Playback

Before you play the record files, please make sure you have recorded. You may click

button to record. Then click button to pop up a video player. Double click the record file
to play the video as shown below.

Tacwrd Dts [TUA/BIE =

UG IATT 0L e 18T 0T

8 & 1w 1N

1 Play 5 Next frame 9 Zoom out
2 Pause 6 The previous file 10 Full screen
3 Stop 7 The next file 11 Path

4 Forward 8 Zoom in 12 Volume

3.3 Snap Pictures

Select the picture number, and then click “Snap” @ icon as shown below:

Snap picture x

Frane:  [| ] [Critle Crine

| [ Brewse | [ Swe |

Sars To | IEITERTEYEICRETY

() 0ne Ficture per Page [ Frinter Setup ] [ Print Preview | [ Print |

Single Snap
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Snap multiple pictures
Select the picture number from Frame pull down list box, such as 2, and check “Title” and

“Time” to show capture title and time on the snap pictures simultaneously.

'Sm\ppic'e n
rone Firas [P
Save To | (NIRRT | [ Browse | [Csme ]

Printer Setup | [ Print Preview | [ Brimt |

(3)0ne Ficture per Fage

Multi-picture Snap
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4 Remote Live Surveillance

Functions of remote configurations include: System Configuration, Video Configuration,
Alarm Configuration, Network Configuration and Advanced Configuration. You should
firstly select the menu on the left, and then set up the relative parameters. When one user
configures parameters of a certain device, other users can not set up this device.

4.1 System Configuration

The “System configuration” includes two submenus: Basic Information and Date & Time.

4.1.1 Basic Information

In the “Basic Information” interface, you can set up the device name and can also check the
relative information of the server

Setting steps:

1. Clicking the “Config” icon will appear the menu list.

2. Clicking the “Basic Information” will pop up a window as shown below:

3. Input the name of the device in the “Device name” text box.

4. Press the “Save” button to save the settings.

Softwars Version  |3.4.0 betal Software Build Date |2014-6-3 (FYVI-MN-ID)

Please refer to the following table for parameters and instructions of server basic
configuration.
Parameter ‘ Meaning

Software version The software of the device

Software build date The software build date of the device

Kernel version The kernel version of the device

Hardware version The hardware version of the device

Mac Address MAC address of device

Maximum number of user Support max 10 users to access

Device name Name of the device.

4.1.2 Date & Time Configuration

Setting steps:
1. Go to Config>Date & Time menu as shown below.
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Date and Time setting

Time Zone ‘GMT*-DS (Beijing, Hong Kong, Shanghai, Taipeil e

[J1ST Enable

Timing mede

© Marnal
Set Tine 2ol &1 wv[1zose 2| R tine
[@):143

HTE Server |t1me.wmdows. com ‘

2. Set time zone.
3. Enable DST mode as required.
4. Set time. You may set time manually or enable NTP.

4.2 Video Configuration
Camera Configuration includes five submenus: Camera Configuration, Video Stream, OSD

Config, Video Mask and ROI Config.

4.2.1 Camera Configuration

Setting steps:
1.Go to “Video Configuration” = “Camera” interface as shown below.

danaa B -3 15 Lo wirree Tnags flap
Qo @oge Qo Eoge
A e T Fight ta Buy  |midlle -
Buymight mads |LaghtAetomats Hs e L
Duy te Wight Bidle b
Zamatimty
fre— Bl - Bapair Bud Fisal

2. You may adjust brightness, contrast, hue and saturation of the picture.

3. Select white balance mode.

4. Wide dynamic, sharpen, and denoise are adjustable.

5. You can also set day-night mode and enable the image mirror and image overturn function.
6. You may frequency and repair bad pixel.

7. Press the “Save” button to save the settings.
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4.2.2 Video Stream

Go to “Video configuration”> “Video Stream” to see an interface as shown below.

Banalution Frass rats Bitrats trye Vidio gulity  Bitrate Do Vides Pacoding Prefile
1 uzmansn v ¥ w CHiL - 6144w Khps 100 HZES ~ High Profile  ~
2 T0aETE >l 2% = CBR | Highe 1024« Khps 100 H2G4 =~ High Profile =~
3 35zxZE6 v 25 ~ CBR ~ 1024 = Kbpx 100 Hz64 * High Profilc ¥

Mws Fisvms  THSSTE - Mdie Tnasding  (6.1318 -
Sice

[I¥ideo ancede sdice split Madso In Type  MIC -

Three video streams can be adjustable.

Resolution: The higher the resolution is, the clearer the image is.

Frame rate: The higher the frame rate is, the more fluency the video is. However, more
storage room will be taken up.

Bitrate type: Including CBR and VBR. CBR means that no matter how changeable the video
resources are, the compression bitrate keeps constant. This will not only facilitate the image
quality better in a constant bitrate but also help to calculate the capacity of the recording.
VBR means that the compression bitrate can be adjustable according to the change of the
video resources. This will help to optimize the network bandwidth .

Video Quality: When VBR is selected, you need to choose image quality. The higher the
image quality you choose, the more bitrate will be required.

Bitrate: Please choose it according to the actual network situation.

I Frame interval: It is recommended to use the default value. If the value is over high, the
read speed of the group of pictures will be slow resulting in the quality loss of the video.
Video encoding profile: Baseline, main profile and high profile are optional. Baseline profile
is mainly used in interactive application with low complexity and delay. Main or high profile
is mainly used for higher coding requirement.

Alarm picture size: Please select it according to the actual situation.

Video encode slice split: If enabled, you may get more fluency image even though using the
low-performance PC.

4.2.3 OSD Configuration
Go to “Video Config” = “OSD Config” menu to display the interface as shown below.
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050 Setting

[#]5how Time Stamp

Date Format WH-DD-YYTY ¥

[¥] Show dewice name

Device nane  [name |

Custom 0ST

05D Content [camera ]

UBITE014 15

You may set time stamp, device name and custom OSD here. Drag the time stamp and custom
OSD to set their position. Then press the “Save” button to save the settings.

4.2.4 Video Mask

You can set 4 mask areas at most.

Yideo Mask

[JEnakle Yideo Mask  Black v [ e ) [ clew ]

To set up video mask

1. Enable video mask and select mask color.

2. Click “Draw” button and then drag the mouse to draw the video mask area.
3. Click “Save” button to save the settings.

4. Return to the live to see the following picture.
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Clear the video mask:
Go to video mask menu and then click “Clear” button to delete the current video mask area.

4.2.5 ROI Configuration

To set up ROI
1. Go to Config->ROI Config menu.

[JEnable
Low [ High

1

2. Check “Enable” and then click “Draw” button.

3. Drag the mouse to set the ROI area.

4. Set the level.

5. Click “Save” button to save the settings.

Now, you will see the selected ROI area is clearer than other areas especially in low bitrate
condition.
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4.3 Alarm Configuration

Alarm configuration includes three submenus: Motion Detection Area, Motion Detection
Trigger and Motion Detection Schedule.

4.3.1 Motion Detection Area

1. Go to “Alarm configuration”-> “Motion Detection Area” to see an interface as below.

2. Move the “Sensitivity” scroll bar to set up the motion trace sensitivity.

3. Check the “Add”, press the “Ctrl” button and move mouse to select the motion detection
area. Select “Erase” and move the mouse to clear all motion detection area.

4. Press the “Save” button to save the settings.

Sensitivity —

@aad
O Erase

(Press Ctrl key drag
| mouse to select
motion region )

4.3.2 Motion Detection Trigger

1. Go to “Alarm Configuration” > “Motion Detection Trigger” to display an interface as
shown below.

2. Check “Enable alarm” check box. Then all functions under this interface will be activated.
3. Trigger Email: Check “Attach picture” and the triggered snap pictures will be sent into the
address.

4. Trigger FTP: Check “Uploading picture”. Then the triggered snap pictures will be sent into
FTP server address. Please refer to FTP configuration chapter for more details.

5. Press the “Save” button to save the settings.
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[ Enable slam Alam Holding IZIJ Seconds -

¥ Trigger Email

Receival email address I~ Atach pictuie

(]

EMAIL Subject |

EMAIL Content |

¥ Trigger FTP

Server address I~ Uploading picture

4.3.3 Motion Detection Schedule

Go to “Alarm configuration”-> “Motion Detection schedule” interface as shown below.

OFme  @aAdd
Week Schedule
Sy [EEsEEsEssssssaas s
01 0z % o4 5 B T &8 @ 10 f 12 13 W 15 18 17 18 18 20 2 22 2% 24

(Mondey [ |

01 0z % o4 5 B T 8 8 10 f 12 13 W 15 18 17 18 18 20 2 22 2% 24
01 3 4 5 B T 8 8 10 f 12 13 4 15 18 17 18 18 20 A 22 2% 24

T 1 z 3 466 78 9 00 2@ ¥ HIEITEBE 08 2228

(Sawrday [ |

Haliday Sehedule

- —_— -
Dielete

U1 z3 &5 6 78 a0 1@ ®®HIE6IFIE 6 208 2223 o

Week schedule

User could set the alarm time from Monday to Sunday for alarm everyday in one week.
Add: Add the schedule for a special day.

Erase: Delete holiday schedule.

Day schedule

You could set alarm time for alarm in some time of special day, such as holiday.

1. Select a date at the “Date” pull down list, press “Add” button to add that date to the list box
on the right side and then move the scroll bar to set the schedule of that day.

2. Select a date in the list box on the right side, and press “Erase” to remove the schedule on
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that day.
Press the “Save” button to save the settings.
Note: Holiday schedule is prior to Week schedule.

4.4 Network Configuration

Network configuration includes eight submenus: Port, IP Address, Server Configuration, IP
Notify, DDNS Config, RTSP, UPNP, Mail Setting and FTP.

4.4.1 Port

1. Go to “Network config”> “Port” to see the interface as shown below.

HTTP Part a8
Data Port a003

RTSF Port 554

2. Input port number for IE access in the “HTTP Port” textbox.
3. Input the port number for audio & video transmission in the “Data Port” textbox.

4.4.2 1P Address
1. Go to “Network Configuration”> “IP Address”.

IF Config

ODbtain an IF address antomatically
@Use the following IF address

IF hddress 192 165 . 12 | 206

Subnet Mask 255 . 255 .255 . 0 Gateway 19z 183 . 12 . 1

Obtain DHS server addreszs automatica

() Use the following IHS server

Preferred INS | 192 183 . 206 . 1 Mternate IHS s .8 .8 .8
server: server:

FPPoE Confiz

FFFoE

User Fame 0755037047261 63, gd Fassword
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2. There are two options for IP setup: obtain an IP address auto by DHCP protocol and use the
following IP address. You may choose one of options as required.

3. Use the following IP address: display the IP address, subnet mask, gateway and DNS of the
device.

4. PPPoE: User needs to manual input the user name and password for dial-up internet.
Firstly, log in IE clients and then enter user name and password of PPPoE, save the setting
and exit. Secondly, set up IP address change notice. Thirdly, connect with Modem. Then the
device will dial up internet automatically.

5. Press the “Save” button to save the settings.

4.4.3 Server Configuration
Go to “Network Configuration”> “Server Config”.

W Do you want IPCamera to cannect Server

Server Address |

Server Port |U

Devics ID [1

1. Check “Do you want IP Camera to connect Server”.

2. Check the IP address and port of the transfer media server in the CMS/NVMS. Then enable
the auto report in the CMS/NVMS when adding a new device. Next, self-define the device ID
and input the remaining information of the device in the CMS/NVMS.

3. Input the above-mentioned server IP, server port and device ID in the responding boxes.
4.Click “Save” button to save the settings.

4.4.4 IP Notify

1. Go to “Network Configuration”-> “IP Notify” to see a tab as shown below.

2. If the “Enable notifying change of IP” is selected, when the IP address of the device is
changed, a new IP address will be sent to the appointed mailbox automatically; If “FTP” is
selected, when the IP address of the device was changed, a new IP address will be sent to FTP
server.

IF change natification

¥ Enable notifying change of IP v FTP

Receival email address Server address
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4.4.5 DDNS Configuration

1. Domain name Registration  (http://provision-isr-dns.com)
Note: %%éls used to r%ster for a hostname with
username aid password.

Provision ISR now allows you to use our mint DDNS server in order to
create a virtual address for your DVR/NVR/IP-Camera on the internet.
Each account is limited to 35 different addresses using your preferred
domain name address instead of using IP addresses. Follow the steps
below to register your DVR's name and to configure your DVR to use
Provision ISR's Mint DDNS server.

(a) To register a domain with Provision-ISR DDNS server follow these steps:

1)  Visit our website:
http://provision-isr-dns.com
and register for a domain name Aow you can seel
by clicking "Registration"

Lo Welcome to Provision-isr DDNS Service
- Enter your uter e & d

2) Fill in the registration form, then click ARV URER NROIENATIEN
n " I
Submit
I L
—
—
—
[y st phame b =]
—
3) Fill in the host name you want to apply for —  S—
and press "Request Submit | Rosot |
Domain" (for Urer SeRings. Domain Name Creation
example "home') a—
Logout
'_i:-.rn-- = = | |'L'f',-_-||.:\r dns com |+ [ Reguest Domain .
Type the name
you want

4) If there is no problem with the domain registration you will see the following
message: “Your domain was successfully created.”

If you do not see this

message, the domain name A Jou can dee 7
you requested is already in
use and you will be requested — My Domains

Your domain names are listed befow,

Logout
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to provide an alternate domain name (please note: domain name is sometimes called
host name).

You can create up to 35 domain records under a single account

5) The domain name is added at the beginning of your DVR's address, for example the
domain "home" will appear as home.provision-isr-dns.com.

1. Enter into "Network Configuration"->"DDNS Configuration" tab as below:

Enable DOMS
DDNS Server | . 58ip.net v|
Ul ser Marme : | |
Paszword : | |

Note: The steps to band a domain name for video surveillance server are as follows.
Firstly, register a user name and a password to log on the website of service supplier,
and then apply for a domain name online for the server. After that, users can visit the
server through inputting the domain name at IE terminal.

2. Press the "Save" button to save the settings.
Please refer to the following table for parameters and instructions of DDNS
configuration.

Parameter Meaning

Address of the website which provided by domain name supplier. The

DDNS server optional: www.dns2p.net , www.88ip.net , www.meibu.com ,

www.dyndns.com, www.no-ip.com, www.3322.org and mintdns type.

User name Log in the website of domain name supplier

Password Log in the website of domain name supplier

1. Apply the Domain Name (Take dns2p for example)
(1) Register in the Web
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Register

Passward *

Canfirm Password *

Harme —

Country \ Philippines -
Carnpany Harme [

Eomai —r

Cece —

Tel1 [

i —

Register dialog box

Step 1: Fill in the blank of IE address with ‘www.dns2p.com’.
Step 2: Click to enter the website.
Step 3: Click "New User" in the right of homepage to register. For example: User ID is ‘abc’,
and password is ‘123456’. The register dialog display as above.

(2) Login

Step 1: Return to homepage after registering successfully.

Step 2: Click "Account Manager" on the right of homepage to login.
Step 3: Input the username and password with the information that you have registered.
Step 4: Click "Enter" key after filling in the textbox.

Register

Forget Pazsword

Log in
(3) Domain Setup
Step 1: Click "Domain Management" on the left to set the domain.

Domain setup

Step 2: Input the domain in the textbox. For example, you set ‘IP-CAMERA’ as the domain.
Step 3: Click "Submit" button, the system will pop up a dialog box to show that the domain is
added successfully.

Note: Time of probationary period is one month. If user wants to use it continuatively
after one month, please Step 4: click "Buy Now" in the right of homepage to pay for it.
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2. Setup in the IP-CAMERA
m  DOMAIN

Domain is set in ‘1. Apply the Domain Name’. According to the example above, the
domain is “WWW. [IP-CAMERA.dns2p.com’.

@  USERID
Username of registered which is set in ‘(1) Register in the Web’. According to the
example above, user ID is ‘abc’.

& PASSWORD
Password is set in ‘(1) Register in the Web’. According to the example above, password
is ‘123456’.
Note: If the connection fails, press the "INFO" button. Now the system will display:
‘DDNS NONE’. Then you need to check network and information above and try again.

3. Application

Connect IP-CAMERA to the Network Client.

Step 1: After popping up the login interface, fill in "Server" textbox with ‘*.dns2p.com’ to
visit the Network Client of the IP-CAMERA. The domain set in ‘(3) Domain Setup’.
According to the example above, fill in "Server" textbox with ‘IP-CAMERA.dns2p.com’.
Step 2: Click "save" button to save the above setting.

4.4.6 RTSP

Go to “Network Configuration”> “RTSP” interface as shown below.

RISE

[“]Ensble RIS server

RISP Port 554

RISP Address ftsp://TP or domain meme:port/profilel

rtsp://IF or der name:port/profile?

rtsp://IP or demain name:portfprofiled

[JEnable anongmous wiewer login (no user mame or password required)

1. Select “Enable RTSP server”.

2. RTSP Port: Access Port of the streaming media. The default number is 554.
3. RTSP Address: The RTSP address you need to input in the media player.

4. You can also choose to enable anonymous viewer login.

4.4.7 UPNP
Go to “Network Configuration”-> “UPNP” interface as shown below.
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Select “Enable UPNP” and then input friendly name.

[#]Ensble UFHF

Then double click “Network” icon on the desktop of the PC to see an icon with the friendly
name and IP address of the camera. You may quickly access the device by double clicking
this icon.

4.4.8 Mail Setting

Fram E mail test] 0007 @gmail.com
User Name test] 0007 Egmail.com Password ;e
Server address: [smlp.gmai.com Secure Connection | not required -

SMTP Port 465 Use default | test your acoount settings i

-Receival email addiess

Receival email address: |
Add Delete

1. From Email: sender’s e-mail address.

2. User name and password: sender’s user name and password.

3. Server address: SMTP name of sender.

4. Select the secure connection type at the Secure Connection pull down list according to user’
actual needs.

5. Receival email address list: add email address into the list.

6. Receival email address: receiver’s e-mail address.

7. After all parameters set up, you can click “Test your account settings”. If email sent
successful, a “Test Successful” window will pop up, if not, users can try other email addresses
or check the setting.

Notice: If you change the static IP into PPPoE and select mailbox, there will be an e-mail sent
to your mail box for notifying a new IP address.

449 FTP
Go to Network Configuration>FTP interface as shown below.
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FTP Setting

Server name | Server address ‘ Fort. | Lser Name | Upload path: |

Add ‘ Modity ‘ Delete | Test |

1. Add: Click Add button to input FTP server’s server name, address, port number, user name,
password, and upload path, click OK to confirm the setting.
2. Modity : Click this button to change some information of the FTP server.

3. Delete : Select certain FTP account; Click this button to delete this account.
4. Test : Select certain FTP account; Click this button to test its validity.

Please refer to the following table for parameters and instructions of FTP configuration.

Add X ;
Parameter Meaning
Server name:

Serveraddiess | | Server name The name of the FTP server
L Server address The address of the FTP server
il [ ] Port The port number of the FTP server
P d:

e User name The user name of the FTP server
Confirm Password: I:‘
o I:l Password The password of the FTP server

Path The save path for FTP files

4.5 Advanced Configuration

Advanced configuration includes four submenus: User Configuration, Security Configuration,
Configure Backup & Restore, Reboot and Upgrade.

4.5.1 User Configuration

Go to Advanced configuration>User Configuration interface.

Add user:
1. Clicking “Add” button pops up “Add user” dialog box.
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Add|User X

Passward

User config ConfimPesswort/e |

UserName: ~ User Type: Bindng MAC . Bz
admin Administator  00:00:00:00:00:00 E bndra AC e
\ | UserPOMAC: [ 00 00z 00z 00: 00 00
Delete [ Modiy |
User Configuration Add User

Note: After binding physical address to the IP-CAM, you can access the device on this PC in
network only. If the MAC address was “00:00:00:00:00:00” which means it can be connected
to any computers.

2. Input user name in “User Name” textbox (only letters).

3. Input characters in “Password” and “Confirm Password” textbox (letters or numbers).
4. Input the MAC address of the PC in “Binding MAC address” textbox.

5. Click “OK” button and then the new added user will display in the user list.

Moditfy user:

1. Select the user which needs to modify password and physical address in the user
configuration list box.

2. Clicking “Modify” button will pop up “Modify user” dialog box as shown below.

Modify X

change password

User Name Password

New Passvord: l:l Conifirm l:l

binding MAC address
UserPCMAC: | OO 2 00 3 00 : 00 : 00 : 00
Modify User

3. Input original password of this user in the “Password” text box.

4. Input new password in the “New password” and “Confirmation” text box.

5. Input computer’s physical address which is used to access the server in the “User PC
MAC” text box.

6. Click “OK” button to modify password and binding MAC address successfully.

Delete user:

1. Select the user which needs to delete in the user configuration list box.

2. Clicking “Delete” button will pop up a confirm dialog box. Then click “OK” to delete the
user.
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Note: The default super administrator cannot be deleted.

Parameter Meaning

User Name User name to operate the logon client end
User Type Type of users, normal user, advanced user and super administrator
o The MAC addresses of user access the server which should set up
Binding MAC address .
according to actual MAC address of server.
Password Password to log in the client terminal
Confirm Password Password to log in the client terminal

4.5.2 Security Configuration

1. Go to Advanced Configuration—> Security Configuration to see a tab shown below.

2. Check “Enable IP address” check box, select “Deny the following IP address”, input IP
address in the IP address list box and click “Add” button. Then this IP address will display in
the list box; the operation step of “Allow the following IP address” is the same with “Deny
the following IP address”.

3. Select the IP address which needs to be deleted from the IP address list box and click
“Delete” button to delete that IP address.

4. Check “Enable MAC address” check box, select “Deny the following IP address”, input
MAC address in the MAC address list box and click “Add” button. Then this MAC address
will display in the list box; the operation step of “Allow the following MAC address” is the
same with “Deny the following IP address”.

5. Select the MAC address which needs to be deleted from the MAC address list box and
click “Delete” button to delete that MAC address.

6. Click “Save” button to save the above setting.

|P add hg
Enahle IP address filering
(3) Deny the following IP address () Allow the flowing I address

Add
MAL fiter zelting
Enable MAC address fitering
() Deny the folowing MAC address () Allow the following MAC address

|IJO:OD:DEI:EI]:EI]:IJU

4.5.3 Configure Backup & Restore
Go to Advanced configuration—>Configure Backup & Restore Interface.

® Import & Export Configuration:
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You can import or export the setting information from PC or to device.

1. Click “Browse” to select save path for import or export information on PC.

2. You can import or export all setting information to PC, but those two settings “User
Configuration” and ‘“Network Configuration” are exceptional.

Impart setting

Fath I Browse I

Al configuration exceptionfor | ¥ User Config ™ Metwork Config
mport ssifing

Export selting

Expart setting

Drefault setting

Load Default |

®  Default Configuration
Click “Load default” button to restore all system settings to the default status.

4.5.4 Reboot Device

Go to Advanced configuration—Reboot device to see an interface as shown below.
Click “Reboot device” button to reboot the device.

4.5.5 Upgrade

Go to Advanced Configuration—Upgrade interface as shown below.

Path | | Browss

Update server fimwars

1. Click “Browse” button to select the save path of the upgrade file.

2. Click “Upgrade server firmware” button to start upgrading the application program.

3. The device will restart automatically.

4. After you successfully update the software, click “OK” button to close IE and then re-open
IE to connect IP-Cam.

Notice: You can’t disconnect to PC or close the IP-CAM during upgrade.
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5

5.2

Step 1: Open App Store software as shown in the

Mobile Surveillance

This IP-CAM supports mobile surveillance by phones with Windows mobile, iPhone,
Android and Blackberry OS. Please check the operation system version of mobile
before use; and connect the IP-CAM to Internet.

Network Configuration

Access device via LAN

Step 1: Connect device via wireless router. Then checkmark DHCP both in router and
device to automatically acquire IP address or enter the IP address manually.

Step 2: Use WIFI function in your mobile phone to connect the wireless router.

Note: Make sure your phone network and device network are in the same network
segment on LAN.

Step 3: Add the IP address and port in the mobile phone surveillance client.

Access device via 3G network

Step 1: Set the device network. Please enter Main Menu-> Setup—>Network tab.

*  Ifyouuse PPPoE to connect device, please enable PPPoE and input username and
password received from you ISP in network tab. Then click “Apply”. You can enter
Main Menu->Information->Network tab to see the IP address. If you want to utilize
dynamic domain name, please apply for a domain name in a DNS server supported by
the device.

¥ If you have a static WAN IP address, please enter Main Menu-> Setup—=>Network
tab to input your IP address, gateway and port.

»  If you use LAN IP address, please enter Main Menu->Setup—>Network tab to
input your IP address, gateway and port and then forward IP address and port number in
virtual server setup of the router or virtual server(If you has enabled the UPnP function
in both the device and router, you can skip this step). Port forwarding setting may be
different in different routers and servers. Please refer to the router’s manual for details.
After you forward your LAN IP address and port, please check the WAN IP address in
the router or server.

Step 2: Add the WAN IP address or
domain name in mobile phone surveillance
client.

By Phones with iPhone OS

. Install through Iphone.
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figure on the left.
Step2: Search “Provision Cam” and click “Free” button as shown in the figure on the right.

Step 3: Click “Install App” button as shown in
the figure on the left.

Tunes Password

Step 4: Input iTunes Store password and then .
oK |

click “OK”. The software will be installed
automatically.

—E—
alwlelrfr]v]u]iJofe

(a]s[o]Ffa]n] fx]. ]

Lz xfc]vis[n]ME

123 @ “ return

e Install Software through
PC

Step 1: Install iTunes store in PC o
and then login.

Step 2: Connect iPhone and PC.

L) e  ETT—
Step 3: Search and select T . - ‘ g

“Provision Cam”.

Step 4: Click “Download” button.

Step 5: Input username and password.

Step 6: Synchronously apply "Provision
Cam" software to iPhone/iPad.

. "Provision Cam' Instruction

1. Login

Step 1: Choose network type. There are two network
connection ways: 3G/3G +WIFI, enhanced video quality.
This network supports main stream and sub stream. The
real-time image will be displayed by using sub stream.
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3G, normal video quality compared to the former network type.
Step 2: Input server, account and password.

Server: WAN IP address (or domain name) plus HTTP port of the device. For example:
210.21.183:89 or 123.dvrdydns.com:89.

Note: The default http port of the device is 80. If modified, use the modified port.
Account and Password: The login account and password of the device. The default
account is admin and the default password is 123456.

Step 3: Click [Login] button to access the device.

Main Interface gaohBE ?

There are many buttons in the main interface, such as,
screen mode, favorite channel, snap, record,
open/close audio, talk, PTZ., etc.

Image view button. The pictures snapped in the

live will be checked by clicking this button.

:Playback button. Click this button to enter into

playback interface.

. Settings button. Click this button to set local on

configuration (Some can also support remote configuration).

. Information button. Click this button to check lots of information including local

information, device information, network information, etc.

sl . Scrver list button. Click this button to add server list.
l?
. Help button. Help you know about the use of this software quickly.

CMS
: CMS button. Make you preview the live image of multi-devices.

: Log off button. Click this button to return to the login interface.
mEEEEE

. Screen mode button. You can choose 1 ,4,6,8,9,

13 or 16 screen display mode.

: Favorite channel display button. If you save your favorite channel in the favorite

server list, clicking this button will directly play all favorite channels you have saved.

: Snap button. Choose the channel and click this button to capture the channel
image.

: Local record button. Choose the channel and click this button to start recording.
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: Open/Close audio. Choose the channel and click this button to open/close the

audio of this channel.

3 : Open/Close talk. Click this button to pop up the servers which support talk

function. Select the device to start talking.

. Set video parameter button. Select the channel and click this button to set the

video parameters including brightness, hue, saturation and contrast.

: PTZ button. Click this button to pop up PTZ control panel.

itrate priority Quality priority . .. . . .
Sl bkl - C'00sC bitrate priority or quality priority according to

your network condition.

Channel indicator instruction:

. : Video loss Q : Schedule recording . . Others
. : Sensor alarm : Motion alarm

. : Motion /sensor alarm based recording or manual recording

ﬂ Device Manage ‘\ Device Manage

3. Server list 210.21.229.142:9001

Click button to pop zhongxixieye.dvrdyd...
up the following picture.

210.21.229.142:9001 7S X
Cancel

Title

Channel 1

»  Add device: Click “Add” Channel 2

button in the top right corner to Channel 3
pop up a dialog box as shown in Chanos! &
the following left picture. Input Channel §
the relative information of the i Siaoes

Channel 7 [ —

device and click “Save” button.

» Delete device: Click
button behind the device name to delete this device.

* %% %% % %% )

Channel 8 Channel 8

Backup

» Edit device: Click button behind the device name to edit the information of this
device.

» Backup & restore: It is recommended to click “Backup” button to reserve the
information of all devices. Then you can click “Restore” button to restore all device
information after you re-install the client or delete the device uncarefully.

> indicates the device has been connected;
> - indicates the device is connecting;

> - indicates the device is not connected.
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4. Live Preview

Once you access the device, the system will automatically display the screen mode
in accordance with the channel number of the device

Note: The maximum number of channels which can be connected are nine after
login.

1. Click “Screen mode” button to select channel as shown in Fig 1.
2. When there is video playing in a screen, you can switch the channel by long pressing
the screen as shown in Fig 2.

3. When no video is playing in a screen, click this screen to choose channel as shown in
Fig 3.

4. When the single channel is playing, you can zoom in/out the image by swiping you
finger up and down as shown in Fig 4.

5. When the single channel is playing, the channel can be switched by swiping your
finger left or right as shown in Fig 5.

6. When multi channels are playing, drag one channel screen to the other channel
screen. This will make these two channels change the position of each other.

Click to select channel playing
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Zoom out

Zoom in i
Switch the channel by swiping left or right
I | — a

Fig 4 Fig 5

. « Choose channels
5. CMS Function
© 210.21.229.142:9001

This function makes multi-device managements and o

preview come true. Pra— v

C-_M-S. Channel 2 v
Step 1: Click Bl to enable CMS function. When this s W
icon turns green, it means this function is enabled. Channel 4 <
Step 2: Click Bl 1o choose channel as shown in the g a o 0B S

right picture. After you choose the channel, click “ok”,
the system will display the related image automatically. — EEHSSEEET = ,;r
= i

® [f channels have been added into the group, you can see ' =
the images by clicking the group name. '
® On viewing the group channel images, click m button
and select channels to check other channel images.
® (lick “Exit CMS” to exit CMS mode and return to the
main interface of the device.

OK Exit CMS

YR EOEE

6. Favorite Channel/Group

Local file search

There are two kinds of favorite channels: favorite
channels of the device and favorite group of CMS.

® Favorite channels of the device

Step 1: Click to enter into device management list.
Click the device name to extend channel. Enlighten the
channels to save favorite channels as shown in the
following picture on the left.

Step 2: Return to the main interface and click m
button to play the favorite channels.

® Favorite groups of CMS
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10.

Enable CMS function and enlighten the group to save the favorite groups as shown in

the followinﬁjcture on the right.
Then click button to play. Only one favorite group can be collected.
: Color means the channel or group has been collected. Grey means the channel

or group isn’t collected. = Settings

Playback Interface

Click “Playback” button to enter the playback interface.
Then click “Search” button to search the file. To play the
record by click this file name.

Image View

Click E button to view the captured pictures.

System

Device name:
Device D: o

Launch Date: 20120208

Settings Interface

In this interface, you can configure the local settings.

Information Interface

In this interface, you can view system information.

7.3 By Phones with Android
Software Installation

Step 1: Run “Play Store” (or Google
market) program.

Step 2: Search “Provision Cam”.
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Step 3: Press “Install” button.

Step 4: Install the software subject
downloading is done, the software
automatically

Login Menu

Step 1: Configure the network of Login Exit
mobile phone.

Step 2: Input the WAN IP address/domain name and port of y,
column. The port should be HTTP port of your device. The ¢
device is 80. If you have changed your http port, please enter
example: 210.21.228.183:89 or 123.dvrdydns.com:8&9.

Step 3: Input the account and E PTZ
password of your device. The default E S
account name is admin and the nap
default password is 123456. Record
24 Talk
Step 4: Check “Remember Server” to
save the setting. When you login next m Enable/disable audio
time, you can click W button to
select this server for quick access. E Hide
m Playing favorite channel

Main Menu Live View

The first
picture

The previous
picture

Next picture

The last picture

Zoom in

o o v~ affa]

Zoom out

Delete




Page 35 IP CAMERA USER MANUAL

Record Playback:

Click “Playback” in the main menu interface to enter playback interface. Then choose
the channel you want to playback. This will take you to see the record file. Click this

file to play.
m Pause/Play
n Stop
Forward
Backward

Server List:
In the main 4+ Server Default

menu interface, click “Server list” to see the above picture on . Serverz0130731175932
=S address: 234 dvrdydns com:9g

the left hand.

Return Choose File Remote

==/ 2013-07-05-16-09-00

Add Server: Click m button to pop up a window as
shown in the above picture on the right hand. Enter the name,
server, user and password of the device you want to add.
Then click “Save” button to save the server. When you log in
next time, you can choose and quickly access this server by
clicking the little triangle button in the server column.

Modify Server: Click ﬁ button to modify the server information. Delete Server:

Click ﬂ button to delete the [REENERIEIEREY Local

server information. Device: Save  Default  Retum
PRIl Favorite:

Settings: Device ID 0 Favorite channels:

. . . - 1
In the main menu interface, click IRk 332 e

Vareinn:

“Settings” to enter the settings [EEEEECIEUEZ Storage:
interface where you can configure [E&EGRS pecodtiekipEEs

. . 2MB “4MBTGMB T BMBTTOMB T2MB
local settings. Click “Local” to

. . Reserved disk space(MB): '
enter local settings interface. In |
L. . arsten Record recycle:

this interface, you can set favorite
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channel and storage.

Favorite Channel:
Check the favorite channels and click “Save” button to save these channels. Then go
into live interface and click button to play these favorite channels.

Storage: Setup the relevant parameters of mobile video.

Information View: view the DVR/NVR basic information as shown in the picture on
the right.

IP-Tool

Updating through IP-Tool
Note: Do not cut off power supply and internet when updating. If the device is
unable to start because of the failure of upgrade, it needs to retrofit.

Acquire the IP-Tool from the supplier and then double click the IP-Tool icon
run this software. Then the device can be searched; if the device can’t be searched,
please check whether the PC and the device connect to the network or not.

;f_!__ﬂﬁanagement tools,

Device name
e
THCM

Div. Nast

D, Tyom:

Diata Port

IP Addess

102 1813 4
195 188 228,201

DHOP Device Type  famevare version  Seoftveare Dulld.

O3 4CFFRNT  notitafied [P Comea 210belad
] DO 3 AT FF A0 13 moftlaied IPlamma 11 0belad

DHSL:
sz
Htp Pent

e staf

Click the device to check its detail information as shown below:



Page 37 IP CAMERA USER MANUAL

Dievice nams 1P Aricvers Subret Mask | Gatewsy [rata Pont HITFPon  MaC DHCP Devce Type  Inmwase versen Somwere Buld
name 192 168 13 26 M A0 1821EH131 L) k) O 3CACFRENTZ  net staned  IF Cames 310 betad 2 200

< >
Dev. Neme: IPLaM (3 16 2. 01 [} RLACAR] Kemel Ver A

MAL DS T SbMpk: IR0 ons2 LT Hardwns Ve S

Do Typae 1P Camein [rvo TR bittp Pt m et Var A1 belat

Dl P il BukdDan AN ke st = o fmat 1R

When upgrading the software and kernel, the IP address of PC and device should be at
the same network segment. If the network segment is different, user should change the
IP address by right clicking the device and then select “network setup”. Modify IP
address dialog box will appear as follows:

Dasice confg
[ Fasomati: mc

Fimateh AT

PR
¥ Ut the fabowng 1P addwia:

SubreMadd.  FRIBIT0 Padben | 1R 168 28 .01 onsy: [ 2 8 2% 1

Gislmny TR

Paddess  TRZVEDILST

Subns | 8 #25 0 ] pN;;| [] ] []
oMET: H021%E
Cotewer: | 192 160 . Zm . 1
o A0mn:
User Nowser | = Pasawerd [~

:Tu Plaase check ¥ pattwerd it comect. when P sddent netup sl

Modify IP address and click OK button to exit the dialog box. After that, IP-Tool will
display the new IP address.

Upgrade Software

Select the device; right click “Update software”. Click “Update” to start upgrading , the

progress bar will display as below. When upgrading, please do not disconnect PC and
the device and make sure the power is on.

Update Software Z
IP 92.165.11.454

Port sana

Update File: |C.\DucumentsandSetlmgs\admin\DEsktup\1.1.2.090301\T|[ e ]

(AR )

Update Software Cancel
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After finishing upgrading, a massage box will pop up as below:

Update Sofiware :|

User Name:

Password

Update File:

192.168.11.48

e ]

EEEN

f

Click OK button to exit the update dialog box, and then the device will restart
automatically. Select the device and right click it to select “Update kernel”. This will

Update Softwaie Cancel

bring up a dialog box as below:

Update Kernel
IP

Port

User Name
Password

Update File:

|192.1BE.11.48 |

|SDDS |

|adm\n |

|E'\Dncumentsand Ealtings\admin\Dasklnp\112090801“‘ [ Browse |

[

]

[ Update Kemnel ] [ Cancel ]

Input the relevant information and click “Browse” button to choose your update file.
After that, click “Update Kernel” button to start updating. When upgrading, do not
disconnect PC to device and make sure the power is on. The update progress bar will

display as below:

Update Kernel
IP
Port
User Mame
Password

Update File:

‘192 168.71.48 |

|anns

|admin ‘

|C “Documents and SettingshadmintDesktoptd 1.2.030801 \T| [ Browse ]

(EnEEE

]

After finishing upgrading, a message box will pop up. After a while, the device will

restart automatically.

Cancel
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7 Q&A

1. Q: How to find my password if I forget it?
A : Hold and press the default hole with spicula to reset.

Default IP: 192.168.226.201
User name: admin
Password: 123456

2. Q : Fail to connect devices through IE browser, why?

A: Network doesn’t connect well. Please check the connection and make sure it
connected well.

B: IP is not available. Reset the valid IP.

C: Web port number has been revised: contact administrator to get the correct port
number.

D: Exclude the above reasons. Recover default setting by long pressing the default hole.

Note: Default IP: 192.168.226.201 , mask number: 255.255.255.0

3. Q: IP tool cannot search devices, why?

A :It may be caused by the anti-virus software in your computer. Please exit it and try to

search device again.

4. Q : IE cannot download ActiveX control. How can I do?

a. IE browser blocks ActiveX. Please do setup following below.
® Open IE browser. Click Tools-----Internet Options....

2 about:blank - Microsoft Internet Explorer
Help

] ) Mail and News »
W </ \ﬂ Synchronize... R
= T Windows Update

Address | 8] TYNETRD

File Edit View Favorites

Show Related Links

Internet Options...

@ Select Security------ Custom Level....Refer to Fig 4-1
® Enable all the sub options under “ActiveX controls and plug-ins”. Refer to Fig 4-2
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Internet Options ? lﬁ| Security Settings
General | Securty ‘Fwaw H Content || Connections ‘l Frograms H Advaﬂced| Settings:
Select aWeb content zone to specify its security settings. @ Enabls L
= @ Download signed Actives controls
908 :
! Enable
Intemet  Localinbianet Trusted stes  Resticted Prompt
stes @ Download unsigned ActiveX controls
Disable
Intemet : ) Eruat-le
@ This zone cantains allWeb sites you Siles.. Prompt
avanticednntielzn: @ Initialize and script Activey controls not marked as safe
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® then click ok to finish setup.
b. Other plug-ins or anti-virus blocks ActiveX. Please uninstall or close them.

5. Q : No sound can be heard, why?

A : Without connect audio input device. Please connect and try again.

B: Without enable audio function at the corresponding channel. Please check AUDIO
item to enable this function.

6. Q : Why doesn’t the device connect to wireless?

A: Check the statues of wireless router. Please make sure the router is open
B: Check the router and the device port. Please make the router setup is matched with
device port.

7. Q: How to do when the device is unable to start normally on upgrading?
If the device is unable to start normally when upgrading, please rename the files
suffixed with .tar as updatepack.tar and copy it to the root directory of SD card. Restart
the device and then the device will upgrade automatically from the SD card. After
finishing upgrading, the user can search the IP address of IP Cam in the IP Tool.



