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Important information

This manual explains how to use the AXON system if you are responsible for
managing the system. There is also a shorter user guide available that explains
everyday usage. To use this documentation effectively, you should have a basic
knowledge of alarm systems.

Read these instructions and all ancillary documentation entirely before operating
this product.

Typographical conventions

This manual uses certain notational and typographical conventions to make it
easier for you to identify important information.

Table 1: Notational and typographical conventions

Iltem Description
Keys Capitalized, for example “press Enter”.
Note Notes alert you to information that can save you time and effort.

Caution Cautions identify conditions or practices that may result in damage to the equipment
or other property.

a Check boxes let you indicate whether a particular option is available or not. The
installer can provide details on the available options.

Important note

This manual provides information for all AXON control panels in all variations.
“‘AXON control panel” refers to any variant of the AXON control panels, unless
specifically stated otherwise.

List of panel variants
« ATS1700, ATS3700: Medium metal enclosure MM+

Note: Not all variants may be available.
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Keypads and readers

Figure 1: ATS111xA keypad
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Figure 3: ATS113x keypad
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Figure 2: ATS1125 keypad
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Figure 4: ATS1140 Touchscreen
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Green on: AC mains supply on
Blue flashes: card read
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(199 O Key 0
Toggle selection

(20) ArealEDs1to16  On: area set. See also “Access control indication note” on page 5.
Off: area unset.
Flashing: area alarm condition.

(21) Partsetl Part set 1 of areas

(22) Partset2 Part set 2 of areas

(23) A,B,C Programmable function keys
(24) LED1 Programmable LED 1

(25) LED2 Programmable LED 2

(26) Status LED bar Red On: Areas set

Red flashing: Alarm condition active

Orange On: Part set
Orange flashing: System fault active / General alert (EN 50131)

Green On: System is ready to set
Green flashing: Entry / exit time active

Blue flash: Valid card presented / Access granted
Off: Not ready to set/ Armed display active

(27)  Action key For future use

(28) Presence sensor Detects the user presence in front of the touchscreen, and wakes up
the device (if configured).

(29) Touchscreen display Displays graphical user interface. Allows you to control and program
the Advisor Advanced system.

(30) Mifare card reader Mifare card reader active area

AXON Control Panel Manager Manual 3



Figure 5: ATS118x readers
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Figure 8: ATS1151/ATS1156 readers
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Figure 6: ATS1190/ATS1192 readers
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(2) Red LED On: area set
Flashing: general alert (EN 50131)

(3) Dual LED Green on: AC mains supply on, all areas unset
Green flashing: AC mains supply off, or unlocked while unset.
Red on: all areas set. See also “Access control indication note” below.
Red flashing: unlocked while set.

(4) Yellow LED On: all zones are in normal state / system fault
Note: This functionality depends on system settings.
Flashing: general alert (EN 50131)
ATS125x: always on
CDC4: system fault

(5) Red LED Flashing: alarm

(6) Numeric keys Keys 0 to 9, numerical data
(") Off Unset an area

(8) On Full set an area

Access control indication note

Access control keypads and readers, which are connected to door controllers
instead of the control panel, indicate areas in a different way:

« Dual LED is lit red when any associated area is set.

» ArealLED is on when any associated area is set. Area LEDs 2 to 16 are not
used.

The LCD display

Messages are displayed on the liquid crystal display (LCD) on the keypad. They
guide you through the menu options and possible problems of the AXON system.
The display is also used to show information you have entered on the keypad.

The first line of the display shows system information and scrolls if there are
more characters than can be displayed, depending on the arming station type.
The second line or last line of the display shows instructions and characters you
enter on the keypad.

Aritech
TUE 29 Apr 08:55

Your system might display a custom message instead of the one shown above if
it has been programmed to do so, for example:

Main warehouse
TUE 29 Apr 08:55

The LEDs

The LEDs on the AXON keypad and the information shown on the display allow
you to determine the system status at a glance. Not all LEDs are available on all
arming stations.

AXON Control Panel Manager Manual 5



Area LEDs

The area LEDs, one for each of the possible security areas, indicate the status of
the particular area. The status of the area LED can be:

On: The area is unoccupied and set.

Off: The area is occupied, and the security system has been set to allow
normal access.

Blinking: An alarm has occurred in the area while the area was unset (LED
flashes slow), or an alarm has occurred in the area while the area was set
(LED flashes fast).

Programmable LEDs

The programmable LEDs 1 and 2 can be configured in two ways:

Q

Different areas are indicated.

An area can be assigned to LED 1 or LED 2. A LED is green when all
assigned areas are ready to set. The status of a LED can be:

- Green: All areas assigned are ready to set.
- Red: Any area is set or part set.
- Blinking green: Entry or exit time is started.

- Blinking red: An alarm has occurred in an area while unset (a LED flashes
slow), or an alarm has occurred in an area while set (a LED flashes fast).

One area is indicated.

Both LEDs show a single area state. The status of the LEDs can be:
- Both green: The area is ready to set.

- Both red: The area is set or part set.

- LED 1 red, LED 2 off: The area is in part set 1.

- LED 1 off, LED 2 red: The area is in part set 2.

System alarm LEDs (available on some arming stations only)

The system alarm LEDs indicate a breach of security. One of the system alarm
LEDs flashes when an alarm has occurred (the area’s set LED also flashes to
indicate the location of the alarm). Alarm LEDs operate as follows:

Unset alarm: Flashes when an alarm has occurred in an occupied area, and
the area was unset.

24-hour alarm: Flashes when an alarm has occurred in an area where a zone
has been programmed for 24-hour alarm.

Set alarm: Flashes when an alarm has occurred in a set area.

Tamper alarm: Flashes when an alarm has occurred due to tamper.

AXON Control Panel Manager Manual



System faults (available on some arming stations only)

System faults are displayed on the arming station keypads if the arming station
has an LCD fitted and/or has “System faults” LEDs. Fault LEDs operate as
follows:

« Comms fail: When there is a failure in the communications between the
AXON control panel and a central station.

+ Keypad fail: When a keypad is offline.
» Expander fail: When a remote expander is offline.
+ Battery fail: When the auxiliary battery power is found to be low.

« Trouble: When there is a trouble in the system (keypad fail, low battery, etc.)

General alert indicator (EN 50131)

To comply with the EN 50131, this indicator is enabled if the system is unset and
the armed display is active. The alert indicator flashes in case of any fault, alarm,
or pending alarm.

Armed display
Some installations require the use of an armed display.

The armed display prevents unauthorized users from viewing details about the
security system status.

The armed display is deactivated when performing any action that requires an
authorization with a valid user code or a valid badge.

Depending on settings, the armed display can function in different ways:

0 When the armed display is active, only a general alert message can be
displayed. Area LEDs are off.

O When the armed display is active, LEDs are off. The armed display can also
be deactivated on pressing Clear key.

AXON Control Panel Manager Manual 7



User identification

All users of the AXON system need a PIN and/or a card that is set up in a user
account. A PIN is unique code and has between 4 and 10 digits. Itis a
combination of numbers between 0 and 9.

PINs and/or card details are part of the setup of a user account. The user
account is set up to allow users to perform specific tasks, such as set or unset
the system. These task or options are defined in user groups.

Predefined users
There are two predefined users in the system:

» Installer is used to enter the AXON system configuration. It has user group
“Installer group” assigned.

» Supervisor is used to grant access for a service engineer. It has user group
“Supervisor group” assigned. The default PIN is 1122.

Note: If the PIN length is configured for more than four digits, zeroes are added
to the default PIN values. For example, if the system is configured for a six-digit
PIN, the supervisor PIN is 112200.

User groups

A user group allows users to control the AXON system alarm options (also called
alarm control). This provides flexibility when determining a user’s access to, and
control of, the system.

A user can have more than one user group assigned. In this case, if any of those
groups grants permission to a particular option, the user has this permission.

For example: A user has two user groups assigned: “R&D” and “Managers”. If
“‘Managers” user group allows inhibiting but the “R&D” group does not, the user is
able to inhibit a zone.

Note: The system always includes an installer group. This group can be
assigned to only one user, the default installer user.

Using a PIN and/or a badge

When you enter your PIN on the AXON keypad, each key pressed is indicated by
* on the display.

If you enter the wrong PIN, or present a card with a PIN that is not valid at the
particular keypad, the keypad beeps quickly seven times. Correct a wrong code
by pressing Clear and enter the correct code. If you access a menu and do not
press any key for three minutes, the system time out function automatically exits
from the menu. It is good practice to exit the menu using the Clear button rather
than using this time out facility. If someone else uses the menu before it times
out, the option used is logged against your user account.

8 AXON Control Panel Manager Manual



Users can only access the menu options enabled for the user groups assigned to
the user account. When they try to access an option that they are not authorised

to access, they get the message:

ERROR
Access denied

See also: “Users” on page 52.

AXON Control Panel Manager Manual



Duress

The duress function activates a silent signal to alert security personnel. If you are
asked, under threat, to breach your system security (for example, forced to unset
the system), this function lets you do so while at the same time activating the
system duress facility. However, your AXON system must be programmed to use
this function.

You use a duress digit in conjunction with your PIN. There are three methods for
entering a duress code.

Table 2: Duress methods

Option Description Example Available
Increment The duress code is your Example: PIN = 1234, duress code = 1235. a
last digit PIN with the last digit of  |f the |ast digit of your PIN is 9, then the

your PIN incremented by  qyress digit becomes 0.
one (1) Example: PIN = 2349, duress code = 2340.

Add last digit The duress code is a Example: PIN = 1234, duress code = 12345 a
code with an additional
digit “5” at the end

Add first digit The duress code is a Example: PIN = 1234, duress code = 51234 a
code with an additional
digit “5” on the beginning

Caution: Systems with door controllers only allow the option Increment last digit.

If a system with door controllers has duress functionality enabled, it is also
required for all user groups in this system to have the Duress code option
allowed. See AXON Control Panel Installation and Programming Manual, “User
groups”, for more information.

To activate duress, provide an allowed key sequence indicated in “Common key
sequences” on page 82.

To reset the duress alarm, enter a valid PIN or card with PIN.
Notes

» If duress was activated under conditions that are no longer valid (a false
alarm), and it has been reset, you must contact your central station company
to ensure that they take no further action.

» Using your PIN with the duress digit still activates the options configured for
your user group.

10 AXON Control Panel Manager Manual



Door access

If programmed, it is possible to get access through a particular door using the
keypad or the reader assigned to the door.

Provide an allowed key sequence indicated in “Common key sequences” on
page 82.

AXON Control Panel Manager Manual
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Set and unset the system

When to set

The security system should be set if you are the last person to leave the
premises (or your area), for example at the end of the day. When set, any
security device detecting intruders activates an alarm.

When to part set

In case you are still on the premises (or in your area) it is possible to perform a
part set of it. For example, you can secure your garage using part set while you
remain in the house. Notification to the central station may happen depending on
system configuration settings. Contact your installer for more information.

You can use part set for perimeter protection, for example when you secure your
house at night but stay inside. You can move inside of the house, but if someone
tries to enter without unset, this triggers an alarm. Notification to the central
station may be sent depending on system configuration settings. Your installer
can provide details.

Depending on the keypad model, you may be prompted to choose an appropriate
set to part set:

1>Part set 1
2 Part set 2

When to unset

If the area you want to enter is set, you must first unset the alarm system before
you can enter as otherwise you will trigger an alarm. Depending on system
configuration you may be able to tell when an area is set because the LED on the
keypad is lit red. If the armed display is enabled, only the Mains LED will be lit.
Once a valid code is entered, the system status will be shown.

In most cases an entry beeper sounds indicating that the system needs to be
unset or an alarm will occur.

The time limit to leave the premises once set

Once you have set the system, you must leave the premises (or area) within a
pre-set time (“exit time”) as otherwise you will set off the alarm. The manager of
the system needs to inform everyone about this time limit.

Normally, you will hear a beeper during the time allowed to leave the building.

Make sure you know which route to take when leaving the premises.
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The time limit when unset

Once the system is set, you have to unset the area within a pre-set time (“entry
time”) as otherwise you will set off the alarm. The manager of the system needs
to inform everyone about this time limit.

You will normally hear a beeper during the time allowed to unset.

Note: There can be programmed an extended entry time. After the main entry
time passes, the entry timer is extended for a programmed time period and a
local alarm activates. See “Local alarm” on page 20 for more details.

Unset when there is an alarm

If there is an alarm condition while you are unsetting the system, the alarm is
reset. You must then find out what caused the alarm and make sure it does not
happen again. See “What to do when there is an alarm” on page 20.

Unsetting while the system is in alarm is described in “Resetting an alarm” on
page 21.

Use menu “3 Display logs” on page 46" to list recent alarms.

When you cannot set or unset

WARNING
No access

You might not be authorised to set/unset specific areas on the premises
because:

* Your keypad has been programmed to set/unset specific areas of the
premises only. Make sure you know which keypad to use if there is more than
one present of the premises.

* Your PIN and/or card have been programmed to set/unset only specific areas
of the premises. Make sure you know which areas you are authorised to
set/unset.

* Your alarm system might have more than one control panel. If so, each will
have been programmed to set/unset only specific areas of the premises.
Make sure you use the correct keypad for the areas you want to set/unset.

Active zones

You cannot set an area if it has a zone that is open, such as the magnetic
contacts of a door or window. So, before setting, make sure that all doors and
windows are properly closed.

If a zone is open when you try to set, you get the message:

CHECK SYSTEM
Devices open

AXON Control Panel Manager Manual 13



All the active zones are listed:

1 Zone active
Zone 1

Setting the areas is now disallowed. If the indicated zones have to stay open (for
example, you need to leave a window open), the problem may be resolved using
one of the following methods:

» Cancel the setting using the Clear button. Log on to the menu and inhibit the
zone if it should remain active. See “Inhibiting / uninhibiting zones” on page
42 for more information. After active zone is inhibited, attempt the setting
procedure again.

* Inhibit the zone from the set menu. This is only allowed if you have the proper
options available. It only works on zones that are allowed to inhibit. Press Off
to inhibit.

Inhibited
Alarms

If any more zones are active, this step may be repeated.
* Use forced set.

You can activate forced set only if you have the proper options available. The
system configuration also needs to include this option. Forced set is an
automatic inhibiting of open zones and some faults. The conditions for
inhibiting and uninhibiting items are configured in the system. The manager
must inform users when they are allowed to use forced set.

To activate forced set, press On. All open zones and faults are inhibited, and
the appropriate warning is displayed. See “Inhibited zones and faults” below.

Active faults

CHECK SYSTEM
Faults

You cannot set an area if certain system faults are present. The list of faults
preventing setting the system is defined by the installer. It is possible to
temporarily disable these warnings in the same way as for active zones (see
above). The manager must inform users whether or not they are authorized to
disable faults in this way.

Inhibited zones and faults

If there are inhibited faults or zones, it is necessary to confirm information
about it.

WARNING
Inhibited

14 AXON Control Panel Manager Manual



All the inhibited zones and faults are listed:

Inhibited
Zone 1

Battery fault
Inhibited

* Press Enter to confirm the warning. After this the setting procedure continues.

« Cancel the setting using the Clear button. After you have determined which
zones are active, check these and resolve the problem (for example, close
the door). Attempt the setting procedure again.

Note: If you do not cancel the setting, after fixing the problem the setting
procedure is continued automatically, and you can raise an alarm when you
proceed to the exit after closing the zone.

The manager of the system must inform users which keypads they can use, and
which areas they can set and unset.

Set areas via LCD keypad

To set areas via LCD keypad:

1. Provide an allowed key sequence indicated in “Common key sequences” on
page 82.

2. If prompted, choose areas. See “Areas displayed during set and unset” on
page 18 for more information.

If there are inhibited or isolated zones in selected areas, they are listed on the
display.

3. If you want to continue setting, press Enter. Otherwise, press Clear to cancel
the set process.

See “Inhibiting / uninhibiting zones” on page 42 and “Isolating / deisolating” on
page 45 for more information.

The exit tone sounds. This may be a continuous tone or an intermittent tone.
4. Exit the premises using the designated entry/exit route.

The exit tone switches off.

When an area is set, its LED lights up red.

If programmed, after a delay the armed display is engaged, and LEDs are
extinguished.
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Part set areas via LCD keypad

To part set areas via LCD keypad:

1.

Provide an allowed key sequence indicated in “Common key sequences” on
page 82.

2. If prompted, choose the appropriate part set.

If prompted, choose areas. See “Areas displayed during set and unset” on
page 18 for more information.

If there are inhibited or isolated zones in selected areas, they are listed on the
display.

If you want to continue setting, press Enter. Otherwise, press Clear to cancel
the set process.

See “Inhibiting / uninhibiting zones” on page 42 and “Isolating / deisolating” on
page 45 for more information.

If programmed, the exit tone sounds. This may be a continuous tone or an
intermittent tone.

The exit tone switches off.
When an area is partially set, its LED lights up red.

If programmed, after a delay the armed display is engaged, and LEDs are
extinguished.

Unset areas via LCD keypad

To unset areas via LCD keypad:

1.

Enter the premises using the designated entry/exit route.

An intermittent entry tone starts, and the following prompt is displayed:

Enter card/code
to unset

Provide an allowed key sequence indicated in “Common key sequences” on
page 82.

If prompted, choose areas. See “Areas displayed during set and unset” on
page 18 for more information.

The entry buzzer stops, and the areas are unset.

LEDs are extinguished, and the time and date is displayed.

Set areas via keypad without LCD

To set areas via keypad without LCD:

1.

16

Provide an allowed key sequence indicated in “Common key sequences” on
page 82.
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If the operation is not possible, the keypad beeps seven times. See “When
you cannot set or unset” on page 13 for more information.

The exit tone sounds. This may be a continuous tone or an intermittent tone.
2. Exit the premises using the designated entry/exit route.

The exit tone switches off.

When an area is set, its LED lights up red.

If programmed, after a delay the armed display is engaged, and LEDs are
extinguished.

Unset areas via keypad without LCD

To unset areas via keypad without LCD:
1. Enter the premises using the designated entry/exit route.
An intermittent entry tone starts.

2. Provide an allowed key sequence indicated in “Common key sequences” on
page 82.

The entry buzzer stops, and the areas are unset.

LEDs are extinguished.

Autoset

The system can be configured so that the premises are set automatically at a
particular time and a day of the week.

Before the autoset begins, the warning time starts. The system may warn the
users by a sound. The following message is displayed:

INFO
Auto setting

Depending on system settings and user privileges, you can postpone the autoset
during the warning time. To do this, press Clear and authorize.

If you are authorized to postpone or cancel the autoset, you will be asked to
choose the appropriate autoset delay.

Retry time
>15 minutes<

Choose one of the following:
« Off: Cancel the autoset.

« 15 min, 30 min, 1 h, 2 h, 3 h, 4 h: Set an appropriate time period to delay the
autoset.
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Areas displayed during set and unset

If your system has not been programmed to display the areas assigned to your
PIN on the LCD, those areas are automatically set/unset (provided all zones
were normal).

The area LEDs illuminate when the set or unset procedure is successful.

If you are authorized to operate both on areas and area groups, you will be
prompted to choose between areas and area groups.

Select mode
>Areas<

Choose between areas and area groups, and then press Enter.

Area list

If the areas assigned to your PIN are displayed, any of those areas that are set
(or unset) will be listed. Depending on the keypad model and its settings, areas
are shown as a list or a symbolic line. For example:

0> All

1 * Office
12345¢6 78

Bl Vx2+ +
Each area in the list has an indicator that describes its status. The following area
statuses are available.

Table 3: Area statuses and indicators for different keypads

Area status List Symbolic line
Ready to set Space vV

Not ready to set ? ?

Exit time X X

Alarm ! JA\

Set * I

Part set 1 - [

Part set 2 = ]

Selected + + (blinking)

Depending on the type of the list, you now have the following options.

Selecting areas in the list

* To select or deselect an area, enter the area number. Note that you can only
select areas that are currently shown on the display.

» To continue with selected, or with all areas if none selected, press Enter, or
Right, or 0.
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* To cancel, press Clear.

Selecting areas in the symbolic line
All areas are selected by default.

* To select or unselect an area, enter the area number. Note that you can only
select areas that are currently shown on the display.

* To set or unset selected areas, press Enter or 0.

* To cancel, press Clear.

Area group list

If you are authorized to set or unset area groups, these will be displayed instead
of single areas.

Set or unset area groups the same way as described for areas above.
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What to do when there is an alarm

When there is an alarm, the LED of the area in alarm and the alarm LED flashes
on the keypad. If the armed display is active, the LEDs start flashing when a user
code has been entered. The time and date message is no longer displayed.

An area can have several zones associated with it. When there is an alarm, it is
important that you know exactly which zone is causing the alarm so that you can
quickly deal with it.

What happens when there is an alarm

There are different types of alarm, and they occur under different situations.

Alarm
An alarm is raised if:

* The area is set and one of its zones has been activated. For example, a door
lock has been forced open causing a siren to sound.

« The area is unset, and a 24-Hour zone was activated. Examples: a hold-up
button is activated, or a tamper switch is open.

The exact type of alarm signal depends on how the system has been
programmed (strobes, sirens etc.) The LED on the keypad flashes quickly. The
area LED on the panel identifies the location of the alarm.

When programmed, the alarm is sent to the central station.

Local alarm

The alarm is only heard inside the premises and is dealt with locally. An internal
siren activates. The area LED on keypad flashes (depending on how it has been
programmed). The keypad beeps until someone acknowledges the alarm at the
keypad.

It occurs, for example, when a zone programmed as fire door has been activated.

The central station does not need to be contacted.

System alarm

This alarm can occur at any time. The exact type of alarm signal depends on how
the system has been programmed (strobes, sirens etc.) It occurs when the
security equipment (such as the panel) has been tampered with, or detects a
fault.

You can only reset a system alarm if your PIN has been authorised to do so, and
only after the fault is restored.

When programmed, the central station is contacted automatically by the system.
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Viewing an alarm

After disarming all the alarms are listed on the screen.

Alarm
Pending >0<

Zone 1
Pending >0<
The first screen shows the type of the alarm. The second shows the source of
the alarm. The second line shows if there are more alarms for this source.

Resetting an alarm
To switch off sirens or bells, you must unset the appropriate area.

If an alarm is active, the reset procedure is the same as for a standard unset.
After the system is unset, you are prompted to acknowledge the alarms. This is
possible only if the problem has been resolved.

Confirming an alarm

If you are permitted, you can confirm an alarm to switch off sirens or bells without
area unset.

If there is an alarm in an area that is set, repeat the set procedure using the Set
button to confirm alarms. After a proper authorization you will be prompted to
acknowledge alarms. The area remains in the set state, and alarms or faults are
confirmed and silenced.

Acknowledging the alarm
If you are permitted, you can acknowledge the alarm by pressing Off.

The alarm cannot be acknowledged if its cause is still active, for example, if there
is a zone tamper. The fault should be fixed prior to acknowledging the alarm
caused by this fault.

All alarms must be acknowledged. A counter during the alarm acknowledgement
process indicates the number of outstanding alarms to still be acknowledged. If
you don't acknowledge the alarms after the unset, you are prompted to do so
before next set or after the next unset, until all alarms are acknowledged.

Performing a walk test

If the system is programmed for user walk tests, sometimes while setting the
area, the system may ask you to perform the area walk test. To pass the walk
test, you need to go to all the zones displayed. The system lists all zones still to
be tested.
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The necessity of the walk test depends on:
+ System settings
+ Activity of the programmed zones in last 4 hours

You can perform the walk test manually using “8.2.1 Walk test” menu (described
on page 60).

Problems that can occur

There is a faulty zone

A faulty zone continues to cause an alarm until it is isolated from the system (see
“Isolating / deisolating” on page 45 for more information).

As soon as the faulty zone is isolated or the problem has been resolved, the
alarm is reset automatically.
Your PIN does not work when you try to acknowledge an alarm

There are two possible reasons why your PIN may not work when you attempt to
acknowledge an alarm:

* You can only acknowledge an alarm for an area if your PIN is assigned to it. If
it is not and you try to acknowledge an alarm, you might set/unset the area
instead.

* You cannot acknowledge a system alarm unless your PIN is authorised to do
SO.
The keypad does not respond to key presses

The keypad may not respond to key presses even when there is no fault in the
system. The keypad is locked after a wrong PIN is entered three or more times.

When you press a key on a locked keypad, it beeps seven times.

After 2 minutes the keypad becomes available again.

Further information about alarms

If the alarm conditions are no longer valid, and the alarm has been reset, you
must contact your central station company to ensure that they take no further
action.

If you are unable to reset an alarm because of a faulty zone, refer to the section
“Isolating / deisolating” on page 45.

You can only reset an alarm for an area that is assigned to your PIN. If you are
unable to reset the alarm, ensure that the flashing area LED is for an area you
can disarm with your PIN. If not, your attempt to reset the alarm results in
arming/disarming your system.
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Engineer reset

The system can be programmed in such a way that certain alarms (like tamper
alarms) require a specific action from your installer. Some events require an

engineer reset.

The engineer reset procedure depends on whether the engineer reset by user is

available or not.

If the engineer reset can be done by user, the display may show the following.

Eng. reset
Code:23353

Call +485555555
Code:23353

To do an engineer reset:

1. Note the engineer code that is displayed in the engineer reset request.

2. Contact your installer and give him the engineer code.
The installer will give you the resulting code required for the reset.
3. Log in the system.

The following prompt appears:

Eng reset code
> <

4. Enter the code given by the installer to perform the engineer reset.

If engineer reset cannot be done by user, there is the following prompt.

WARNING
Eng reset req

WARNING
Call +485555555

Contact your installer. The installer should do an engineer reset locally.
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Mobile Application

Advisor Advanced Pro mobile application allows users to monitor and control
your AXON security system via TCP/IP using a smartphone running Android or
iOS operating system.

Note: Your control panel must be connected to the Ethernet or to the Internet (for
example, via GPRS connection). The following settings must be also applied if
the panel is connected to a home router:

» Configure port forwarding in your home router

* Instead of the panel, connect to the router IP address or DNS name
Note: Advisor Advanced Pro cannot be used by panel installer. Therefore,
installer PIN will not grant access to the application user.

Connecting to the panel via UltraSync cloud

To connect to the panel from the mobile application via UltraSync cloud, do the
following:

Run Advisor Advanced Pro mobile application.

Set UltraSync as the communication channel.

Enter your panel serial number in the SID number field.
Enter your UltraSync password.

Enter your panel name for identification in the mobile application.

o 0 s~ w b

Tap Next.
Enter your panel remote login and password, and select the login prompt mode.

Note: After 10 unauthorized access attempts via Downloader or mobile
application the remote login is locked for 90 seconds.

Tap Log in, or Setup next panel if required.

If the application is run for the first time, the end-user license agreement (EULA)
is prompted. Read and accept the agreement to start using the application and
connect to the panel.

For more information see Advisor Advanced Pro Mobile Application User Manual
and Advisor Advanced Pro Mobile Application Online Help.

User management

Panel user management is available using the Advisor Advanced Pro application
only for the Supervisor user configured in the panel at position 2.
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The AXON menu

The AXON system uses a menu structure to present the various options and
commands available. The availability of these depends on system configuration
and on the permissions in your user group. You may not always see all the items
described in this manual.

If you access the menu and do not press any key for three minutes, the system
time out function automatically exits from the menu. It is good practice to make
sure you exit the menu using the Clear button rather than this time out facility. If
someone else uses the menu before it times out, the options used will be logged
against your user account.

PIN authorization

If you attempt to select an option that is not authorised in your user account, the
display shows the message:

ERROR
Access denied

Although you might be authorised to access a menu option, you might not be
allowed to access all the information it provides. You are only allowed to access
information for the areas assigned to your user account.

Area selection

Depending on the system settings and your user group, you may be prompted to
choose areas that you are going to operate on.

Select areas
to operate

The area selection list is the same as the set/unset area list. See “Areas
displayed during set and unset” on page 18 for details.

The selected areas will be excluded from normal operation. Other users will not
be able to control these selected areas until you exit the menu.

Note: Door access functionality is not affected by the programming mode.

How the menu option sections are organised in this
manual

Menu options are numbered in the AXON system. This numbering system is also
used in this manual, so menu option 1 “Inhibit zones” is topic “1 Inhibit zones”.

The menu number also refers to the key sequence that can be pressed to enter
the menu. For example, if you want to enter menu “7.2 Walk test”, you can press
7, then 2 after entering the menu system.
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Option availability
Not all options described below may be available. Option availability depends on
the following:

* Firmware version

* Panel model

+ Installed expansions (for example, wireless expander or GSM communication
module)
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Controlling the system using LCD keypad
Before commencing, ensure that the welcome or status screen is shown on the
display.

Aritech
TUE 29 Apr 08:55

123456738

Bl Vvx2+ +
Provide an allowed key sequence indicated in “Common key sequences” on
page 82.

From the display you can now:

Option Action Result

Change the selection Press Up or Down Select previous or next menu
option

Enter the menu option Enter menu option number Jump to a specific menu option

Press Enter or Right to enter
the selected one

Show help Press Help Display a description of the
selected menu entry (if
available)

Exit a menu option Press Left or Clear Exit the menu option
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Controlling the system using Touchscreen

Introduction

ATS1140 is an intuitive graphical touchscreen interface for security system
users. It provides simple fingertip control via its touchscreen with user-friendly
graphic icons. See also “Common key sequences for Touchscreen” on page 83.

Additionally, it provides the classic panel terminal mode with two-line text
interface, which offers all the system features as available on LCD keypads. See
“Terminal mode” on page 39 for more information.

See also “Controlling the system using LCD keypad” on page 27.

Main screen
=)

17:58 MON 23 October 2023

System Status

READY TO SET

(w)

A PART

The following main screen elements are available:

. @ System status indication: Shows the current system state (if allowed by
the configuration).

» Authorization field: Touch to log in to the device or panel menus. It requires
user authorization. See “Authorization” on page 29.

After the successful authorization, the main menu opens. See “Main menu”
on page 33.

* @ ON: Set button. Tap to set areas (may require authorization). See “Set /
Unset” on page 31.

* A PART: Partset button. Tap to part set areas (may require authorization).
See “Set / Unset” on page 31.

* & OFF: Unset button. Tap to unset areas, and acknowledge alarm and fault
messages (requires authorization). See “Set / Unset” on page 31.

» N OPEN: Open door button. Tap to unlock the door assigned to the
touchscreen device (if configured).

* {* Internal menu: Tap the gear icon to enter the internal touchscreen menu.
See “Internal menu” on page 39 for more information.
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Loading configuration

Main screen may show the rotating wheels animation "in the top-right corner.

=4

SHENETH

This means the touchscreen is downloading the configuration from the panel. It
happens on every system start-up and after significant changes in the panel
configuration (for example, when the database has been loaded from the
Downloader software).

Depending on the system size, number of touchscreen devices on the bus and
the scope of the configuration change, the database loading may take from few
seconds up to 30 minutes.

When the configuration is being loaded, the touchscreen may be normally used
for controlling the system and checking the status with the following exceptions:

 The Devices menu is not accessible.

« If the EN 50131 standard is enabled, the alarm/fault confirming while
setting/unsetting is shown in a simplified form (one event a time, instead of
the whole list).

» User may experience minor reduction of device responsiveness.

Authorization

Most of the system functions require user authorization. Pressing on one of the
buttons on the main screen may cause the PIN entry window to appeatr:

AUTHORIZE

Enter card/code

CANCEL

Enter your PIN code using the digit buttons and press =» Enter (right arrow icon)
to confirm. Alternatively, present the card if the system is configured for card
authorization. See also “Common key sequences for Touchscreen” on page 83.
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Emergency alarms

User can trigger Fire, Panic or Medical alarms without the authorization, if
configured by system installer. To trigger one of the emergency alarms, slide the
screen down (touch at the top of the screen and pull down). The emergency
screen appears:

EMERGENCY

Select the alarm to start:

Touch one of the icons to trigger respective alarm. Additional confirmation is
required on another screen.

Emergency alarm screen hides automatically after a few seconds. Alternatively, it
can be dismissed by sliding the screen up.

Note: Emergency alarm screen can be opened only from the main screen.

Function keys

User can trigger one of the four function keys programmed by the installer (F1 to
F4). Function keys can be triggered on a function key screen, which shows up
after sliding the screen left.

FUNCTIONAL BUTTONS

F1 F2

Show open zones Show active faults

F3 Fa

Show alarms to

Show alarm memor
Y acknowledge

Touch one of the icons to trigger the required function. Certain functions may
require authorization.

Function key screen hides automatically after few seconds. Alternatively, it can
be dismissed by sliding the screen right.

See also “Function keys” on page 85.

Note: Function key screen can be opened only from the main screen.
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Idle screen

Depending on the system configuration, the touchscreen may enter idle mode
after certain period of user inactivity.

This results in dimming the screen and entering the idle screen. The idle screen
may contain a combination of the following elements:

* Logo (Aritech or customer defined uploaded via Downloader).
« Date and time

« System custom message

When the idle screen is displayed, tap the screen to return to the Main screen.
See “Main screen” on page 28.

If the screen is dimmed, or the idle screen appeared, tap the screen to wake up
the device. If the proximity sensor is enabled, the device wakes up automatically
if the user presence is detected.

Set / Unset

Setting and unsetting can be triggered from the main screen only. Press one of
the dedicated buttons (ON / PART / OFF) to control the system.

Depending on the system configuration and state, the setting/unsetting process
may consist of the following stages:

» User authorization. See “Authorization” on page 29.

+ Partset type selection. See also “When to part set” on page 12.
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Area selection. Select the areas from the list, press the operation button in the
bottom-right corner. See also “Areas displayed during set and unset” on page

Area Name

@ Exittime

CANCEL

Alarm confirmation. Select the alarm or fault from the list, then tap CONFIRM.
Note: If the alarm condition persists, the relevant message appears, and the
alarm remains on the list.

Confirmation may be finished at any time by tapping SKIP. The outstanding
alarms and faults remain unconfirmed.

Review and confirm Alarms:

Event source Fault type

Tamper

CONFIRM

Inhibiting open zones / forced set. If any zones are open, which makes setting
the system impossible, they can be inhibited by tapping INHIBIT.
Alternatively, forced setting may be activated if this is allowed by system
configuration. See also “When you cannot set or unset” on page 13.

A

3>Zone active

Lobby 2

CANCEL INHIBIT FORCEON
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* Reviewing of all inhibited zones when setting. If any zones were inhibited
while setting, they are shown before finalizing the setting process. Tap SET to
confirm setting.

A

3>Inhibited

Lobby 2

+ Set progress information. Information screen can be dismissed by tapping
OK.

A

1>Floor 1
Setting 2s

* Reviewing alarms and faults while unsetting.

A

INFO

No alarms

Main menu

Main menu can be entered from the initial screen by pressing the login bar, then
entering the PIN code and/or presenting the card. See also “Authorization” on
page 29.

Menu items are listed along the left side of the screen. Press the icon to move to
the selected menu.

Exit button is located at the left bottom corner of the screen. Tap it to return to the
main screen.
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Note: The system uses a menu structure to present the various options and
commands available. The availability of these depends on system configuration
and on the permissions in your user group. You may not always see all the items
described in this manual.

The following pages describe particular menu items and screens.

Dashboard
Dashboard screen is a default screen that is shown after opening main menu.

DASHBOARD

System Status Area Status Last events

NOT READY TO SET @ Floor1 ol
Zone active §
O Floor2

‘Warehouse
Reception Set by user
so

A No alarms Unset by user
®

A No faults Zones

Dashboard shows an overview of the current system state. Tapping on a
particular widget moves to relevant submenus. The following widgets are
available:

+ System status: Overall status of all user’s areas. Tap to move to Control >
Status menu. See “Control” below for details.

* Area status: States of particular areas (up to 4 areas are shown). Tap to
move to the Control > Areas menu. See “Control” below for details.

« Zones: Number of open/inhibited zones is shown. Tap to move to the Control
> Devices menu. See “Control” below for details.

» Last events: Up to 3 recent events from the Mandatory event log, generated
during the past 24 hours.
Control

Screen groups sub-menus and functions related to system control and status
checking.

CONTROL

Note: Certain functions switch the view to the Terminal mode. See “Terminal
mode” on page 39 for more information.
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Areas: List of all areas available to the user with their current state.

> AREAS

Area Name Area Name

Floor 1

Devices: Lists of zones, keypads, expanders, and outputs, with their current
state. Device category can be selected by tapping at the tabs at the top of the
list.

Depending on user privileges and device category, certain operations may be
possible by tapping one of the buttons at the bottom of page (select the
device first, one at a time).

> DEVICES

INHIBIT

Access: Tapping the button switches to the Terminal mode and enters Door
control menu. See “Door control” on page 51.

Emergency: The emergency alarm screen. See “Emergency alarms” on page
30.

Service in: Switches on / off the system accessibility for installer. Pressing the
button switches to the Terminal mode and enters Service in option. See “8.8
Service in” on page 66.

Status: Lists open zones, alarms, and faults. Depending on system settings
and user privileges alarm and fault tabs may allow you to confirm alarms and
faults. Select the item, then tap the CONFIRM button.

> ALARMS & FAULTS

Faults

Fault type
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Users

The menu shows the list of users. The green dot indicates the user currently
logged in.

The screen also allows you to:
* Add a new user. To do that, tap the ADD USER button.

> USERS LIST ADD USER

PREVIOUS

The panel user management menus will be opened in the terminal mode, with
the “Add user” process started. See “7.0 Add user” on page 53.

« Edit existing user from the list. To do that, select a user, and then tap the
EDIT button.

> USERS LIST

D Name

User name
PIN Code

Phone Number

Remote login

OPEN IN TERMINAL

The screen allows you to change PIN, phone number, remote login and
remote password of the selected user, if allowed by system settings and the
logged-in user privileges.
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Additionally, tapping the OPEN IN TERMINAL button switches to the relevant
menu in the terminal mode, which allows you to view or change other
parameters of the selected user.

Note: Use the “Profile” menu described on page 38 to edit your own user
data.

See also “Users” on page 52.

Diagnostics

Screen groups sub-menus and functions related to system diagnostics.

DIAGNOSTICS

* Inputs: Input or sensor tests. Tapping the button switches to the Terminal
mode and enters the Input test menu. See “8.2.2 Test input” on page 61.

+  Walk test: Walk test mode. First, select walk test type (total or reduced).

Next, the walk test window is shown:

> WALK TEST
be tested: 13

The list shows the sensors to be walk-tested (top of the list, red icons) and the
sensors already passed (bottom of the list, green icons). The number of
sensors required for the test is shown at the top of the screen.

Walk test finishes:
- When all sensors have been positively tested (walk test success).
- When the walk test timeout passed (walk test fail).

- When the user presses END button or switches to the other menu item
(walk test cancel).

See “Performing a walk test” on page 21 for more information.
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» Connectivity: Shows the screen with the following buttons:

- Test call. See “8.3 Manual test call” on page 62.

Events

The screen shows the panel event log. The log is divided into subcategories,
selectable by tapping the tabs at the top of screen.

EVENTS

Al Mandatory  Non mandatory

5 @ Area Exit Time Stopped

The screen shows the most recent events in every category. The user may pass
to the older/newer events by tapping NEXT/PREVIOUS buttons at the bottom of
the screen.

Note: The list is not refreshed instantly if there are new events generated.
Instead, a REFRESH button appears. Tapping the button reloads the list, starting
at the most recent event. REFRESH button may appear only when the first event
on the list is currently displayed.

See also “Log” on page 46.

Profile

The screen allows the user to change his own PIN code, phone number, remote
login and remote password. Tap the black bar with stars/phone number to
change the value. Tap the REMOVE button to remove the value.

PROFILE
User name
PIN Code

Phone Number +4012345678 REMOVE

Remote login

Remote password
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Remote login and remote password is entered using the popup alphanumeric
keyboard.

CANCEL

Use the following special keys:

« Alt button (?#&): Switch to special characters
« Shift: Switch to uppercase

+ Left/Right arrow: Change the cursor position
» Cancel: Discard the changes

* Apply: Accept the changes

Internal menu

The user can enter the internal menu without authorization by pressing
the ¥ Internal menu icon on the main screen.

The menu contains the following functions:
* Terminal mode. See “Terminal mode” below.
+ Settings. See “Settings” on page 40.

If the user logs into the panel using Terminal mode, then the main menu items
appear, as if entered the menu from the main screen. See “Main menu” on page
33 for more information.

Terminal mode

The screen allows you to interact with the system in a classic way. It behaves as
an LCD keypad device (ATS113x/ATS111x) and exposes all the features of the
panel.

1>Service Menu
2 Device Menu

=)
=

Za
a
b PART
A
(O]

o
&
2
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See “Controlling the system using LCD keypad” on page 27.

This screen is available also from the Internal menu. See “Internal menu” on
page 39.

Settings

Screen groups submenus for the touchscreen information, volume, and display
settings.

SETTINGS

Volume settings

SETTINGS > VOLUME SETTINGS

olume

0
Entry / Exit

1) E

Keys sounds volume

CANCEL

The following internal buzzer volume settings can be adjusted:

* Warning signal volume

« Entry/exit signal volume

* Screen tap volume

* Buzzer tone pitch

* Buzzer silent mode enable
+ Entry/exit signal enable

Tap SAVE button to apply changes.

Note: Slide screen up and down to access all the options.
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Display settings

SETTINGS > DISPLAY SETTINGS

General

Brightness
* H

Night Mode

i

Brightness
¥ B —
B
CANCEL

The following display settings can be changed:

» Brightness

* Night mode (idle) brightness (if programmed)
Info screen

The screen shows the information about the device firmware version, serial
number, and the assigned address.
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Zone options

1 Zone options

1>Inhibit zones
2 Camera menu

The menu allows inhibiting zones and performing user operations on cameras.

Inhibiting / uninhibiting zones

1.1 Inhibit zones

The Inhibit function is used to inhibit zones and exclude them from the security
system until the next unset.

There may be occasions when you want to inhibit a zone. For example, if you
want to leave a window open when the system is set. By inhibiting the zone
associated with the window, when you set the system, you will not activate an
alarm.

Note: It is also possible to inhibit active zones while setting an area. See “Active
zones” on page 13 for more information.

Enter the “Inhibit zones” menu to inhibit or uninhibit zones. What happens next
depends on whether or not there are active zones:
All zones are normal

You can inhibit normal zones if you know their zone number.

1>Zone 1
Uninhibited

Press Up or Down to scroll through the zones.
Press the zone number, or use Enter to select a zone.
Change the zone state using Up and Down.

Confirm the changes by pressing Enter.

a » W Dnh ke

Press Clear twice to exit programming.

Active zones

When one or more zones are active, the system displays:

1>Zone 1
Active

The active zones are listed one by one.
1. Press the Up and Down buttons to scroll through the zones.

2. To inhibit the selected zone, press Enter. The confirmation is displayed:

1>Zone 1
Inhibited
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3. If you do not have rights to inhibit the selected zone, the following warning is
displayed:

WARNING
No access

4. Press Clear to exit programming.

Shunting zones

1.2 Shunt zones
The shunt function is used to inhibit zones for a certain time period.

Enter the “Shunt zones” menu to switch zone shunts on or off.

1>Zone 1
Shunt off

Press Up or Down to scroll through the zones.
Press the zone number, or use Enter to select a zone.
Change the zone state using Up and Down.

Confirm the changes by pressing Enter.

a r WD E

Press Clear twice to exit programming.

Cameras

Note: These menus are available only if the wireless PIR camera expander is
installed and configured.

1.3 Camera menu

17>Camera 17
18 Camera 18

Use camera menu to take pictures manually.

Select an appropriate camera.

1.3.n Select camera

4>Isolate
No

Select an appropriate camera to configure.

1.3.n.4 Isolate

4 Isolate
>No<

When the camera is isolated, it does not take pictures. Also, pictures cannot be
sent to the panel.
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1.3.n.5 Max pics 24h

5 Max pics 24h
>Infinity<

Maximum picture number defines how many pictures can be taken by the
camera for 24 hours period of set or unset state.

The counter is reset when the area changes its set state.

The allowed range is 1 to 999, or 0 (infinity), which means unlimited number of
pictures.

If the limit is reached, the camera switches off and an appropriate event is
recorded in the log.

1.3.n.6 Remote pics

6 Remote pics
>Yes<

If remote picture triggering is enabled, you can take a picture remotely, using
configuration software.

1.3.n.7 Test picto CS

The command allows you to take picture and send it to a selected central station.

Choose a central station to send the picture.

Calling CS 1...
Transmitting

The current picture transmission status is shown in the bottom line of the screen.

1.4 Delete pics

1>Expander 1

Delete all pictures from the wireless PIR camera expander.

Select expander, then select OK and press Enter to remove all pictures from the
selected expander.
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Isolating / deisolating

2 Isolate

The isolate function is used to isolate zones or devices, and exclude them from
the security system.

Note: Isolated devices do not raise tampers or faults, but still remain operational.

You do this, for example, when a zone is faulty or broken. By isolating it, you stop
it from causing an alarm until the problem has been resolved.

This differs from inhibiting a zone, because an isolated zone is not automatically
deisolated when the system is unset.

2.1 Isolate zones

Enter the “Isolate zones” menu to isolate or deisolate zones. What happens next
depends on whether or not there are active faults:

All zones are normal

You can isolate normal zones if you know their zone number.

1>Zone 1
Deisolated

Press Up or Down to scroll through the zones.
Press the zone number, or press Enter to select a zone for editing.
Press Up and Down to change the zone state.

Confirm the changes by pressing Enter.

a r W nhoe

Press Clear twice to exit programming.

Active zones

When one or more zones are active, the system displays:

1>Zone 1
Active

The active zones are listed one by one.
1. Press Up and Down to scroll through the zones.

2. Toisolate the zone, press Enter. The confirmation is displayed:

1>Zone 1
Isolated

3. Press Clear to exit programming.
2.2 Isolate expander

2.3 Isolate keypad

Isolating an expander or keypad works the same way as isolating a zone, except
the devices remain operational.
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Log

3 Display logs

The Display logs list provides you with a quick alarm history. It is a fast and easy
way to determine where alarms have happened. This information is useful when
you have had to reset an alarm without checking its cause immediately.

To view messages, select one of the following message types.

« 1 All: All events

« 2 Mandatory: Only events that are considered as mandatory by EN 50131-1
(set/part set/unset, alarms, hold-up, tamper, fault, user change, engineer
reset etc.)

« 3 Non mandatory: Events other than mandatory events mentioned above

* 4 Installer: Events caused by the installer (programming mode, PC
connection etc.)

» 5 Access: Access events, like access granted and access denied

+ 6 Dialer: Dialer and communication events

The display shows where the event occurred.

1>Access granted
User 3

You can now:
+ Scan recent alarms. Press Up or Down.

* View details. Press Enter.

05May08 15:04:54
System

+ Exit history. Exit the alarm history and return to the initial display. Press Clear.

Note: You cannot see events from the area if you don't have permission for the
area, or if the keypad is not programmed for access to the area.
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Panel status

4 Panel status

The "Panel status" function lists zones that are in alarm or tamper alarm, zones
that are inhibited or active, plus system alarms.

There are menu options that display each of these conditions separately.
However, this option can be used to check on all zones that need attention.

If you are allowed, you can see the panel current status using the “4 Panel
status” menu.

The following data can be viewed:

« 1 View open zones: Displays zones that are not in normal state. The top line
shows the zone that is not in normal state. The bottom line shows the zone
status.

+ 2 Alarms: Displays and lets you to acknowledge pending alarms.

« 3 Faults: Displays active faults.

AXON Control Panel Manager Manual

47



Settings

5 Settings

1>PIN code
2 Remote opts

Use the menu to change PIN and configure SMS and voice settings.

5.1 PIN code

1>Change PIN
Ak kkkkkkk*x

Use the menu to change your PIN.

5.1.1 Change PIN

1 Change PIN
> <

If you are allowed, you can change your PIN using Change PIN menu.

The PIN policy in the AXON system can be configured in one of the following
ways:

O PINs are generated by the system. The user can request a new PIN
generation, but PINs cannot be entered manually or edited.

The PIN is generated when pressing Enter in this menu. Once generated the
code is then displayed.

O PINs are entered manually.
If you are allowed to do it, you can enter the unique PIN you want to have.
Pressing Enter lets you enter or edit a PIN.
To confirm the PIN, enter it again.

PINs must be unique. A PIN cannot be assigned to more than one user. The
system does accept entry of PINs that are already in use.

5.2 Remote opts

1>Remote login
name@email.com

The menu contains configuration menus for remote access.

5.2.1 Remote login

1 Remote login
>name@email . com<

The menu allows you to configure your remote access.

After the new login is set, you are prompted to provide the remote password.

New password
> <
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Note: It is highly recommended to follow these requirements to ensure proper
remote password complexity:

* The password is minimum 8 characters long

« Contains minimum 1 uppercase letter, 1 lowercase letter, 1 digit,
and 1 special character (+ - * % & <>/ @ space)

« Doesn't contain your user name, real name, or company name
+ Doesn't contain a complete word
+ Differs significantly from previous passwords

If the login and password are set successfully, the following message is
displayed:

INFO
Login/Passwd set

To remove the existing remote login, enter the empty string instead.

5.2.2 Change passwd

2 Chg rem passwd
> <

Use the menu to change your remote password.

If the password is changed successfully, the following message is displayed:

INFO
Password changed

5.2.3 Mobile number

3 Mobile number
> <

The menu lets you set your personal mobile phone number.

This phone number is used if the GSM reporting destination type is set to User or
User Group.

This mobile phone number also identifies a sender of an SMS command. See
SMS Control Reference Manual for more information.

5.2.4 SMS reporting

2 SMS reporting
Off

The SMS reporting menu lets you enable or disable SMS reporting to you.

This option is editable only if you belong to a user group that has SMS reporting
privilege enabled.
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5.2.5 SMS control

3 SMS control
Disable

The SMS control menu allows you to see whether you have a possibility to send
SMS commands.

See “Appendix A. SMS control” on page 96 for more information on SMS control.

Note: SMS control for a user is disabled after 10 attempts to perform an
unauthorized SMS command. See SMS Control Reference Manual for more
information.
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Door control

6 Door control

1>Door open

The menu allows you to send a direct command to a specific door.

1 Door open: Open a specific door for a time period configured for this door.

2 Door lock: Lock a specific door.
3 Door unlock: Unlock a specific door until Door lock command is sent.

4 Door disable: Disable a specific door. This makes access for all users
denied.

5 Door enable: Enable a disabled door.

Select a command, then select a door from the door list, and press Enter.
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Users

7 Users

0>Add user
2 Supervisor

Use the “Users” menu to add, edit, or delete users of the AXON system. Up to 50
users can be programmed.

For each user, the system records these options:

Number
« Name
* PIN

« Card ID number

* Mobile number

* Remote login and password

* User group (which determines options the user can access)

» Door group (which determines regions the user can access)

* Language

» Various programmed options

Note: Your own user group might not allow you to program PINs. If it does allow

use of this option, there might still be restrictions on which user groups you are
allowed to update.

Maximum user number in the system depends on the panel variant.

Note: Connecting door controllers to the AXON system increases the maximum
user number in the system. However, additional users do not have the following
records:

*  Phone number
* Language

There are two predefined users in the system. See “Predefined users” on page 8.

User data lock

If the system is configured as EN 50131 compliant, it does not allow you to
modify existing users. The new user can be configured only when added, and the
existing user can be only removed. The supervisor can only modify own settings,
and other users can modify their own settings.

After the new user is added via menu “7.0 Add user” on page 53, the supervisor
can configure this user. After the modification is done and the supervisor is going
to exit the user menu, the following confirmation request appears:

Lock user data?
>Cancel<

Choose OK to confirm the new user configuration. After it, only this user is able
to modify own settings.
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Otherwise, choose Cancel to return to the user configuration.

User settings

7.0 Add user

Add mode
>Manual<

Access the menu to add users.
Choose manual or sequential mode for user adding.

In the manual mode, a user is created at the first unoccupied number in the user
list. If the user is created successfully, the following message appears:

INFO
User added

After this, you can start editing the user details for the new user.

In the sequential mode, you are prompted to badge the new user card.

Badge card
Rkp 1

Badge the card on the reader programmed in System Options.

If the card is valid and the user is created successfully, the following message is
displayed:

User 13
Card assigned

Next, you are prompted to badge another card. Press Cancel to exit the
sequential user programming and go to the user configuration.

If the card is already used, the error is displayed.

ERROR
Card in use

7.n Edit user
Select a user to edit.

The following options can be configured.

7.n.1 User name

1 User name
>User 6 <

Press Enter to edit the name, or Clear to exit.
The default user name is “User N”, where N is the user number.

The name can have up to 16 characters.

AXON Control Panel Manager Manual 53



7.n.2 PIN

1>Change PIN
RR R R R Rk bk 2 2 4

The PINs policy in the AXON system can be configured in one of the following
ways:

U PINs are generated by the system. The user can request a new PIN, but PINs
cannot be entered manually or edited.

A PIN is generated by selecting Yes and pressing Enter in this menu. The
generated PIN will show until Enter is pressed again.

U PINs are entered manually.
Pressing Enter lets you enter or edit the PIN of the selected user.
Contact the system installer to set the PIN change mode.

PIN length is programmable in the AXON system. The number of available PINs
varies from 10000 (for 4-digit PINs) to 20000000000 (for 10-digit PINS).

No PINs are reserved for system use. Any PIN can be generated or entered for
use. The system will not accept generate or accept entry of PINs already in use.

7.n.3 User card

3>User card
* Kk ok ok k Kk ok kKK

The User card menu allows you to enter the user card number. Press Enter and
present the card to the keypad.

7.n.4 RF Fobs

0>Add fob
1 Fob 1

This menu lets you see all fobs programmed for the selected user, select an
existing fob, or create a new one.

7.n.4.0 Add fob

To add a fob, follow one of the procedures described in “Fobs programming” on
page 79.

7.n.4.m Select fob

1>Fob name
Fob 1

Select an existing fob to program.

7.n.4.m.1 Fob name

1 Fob name
>Fob 1 <

Use the Fob name option to set a fob name. The fob name identifies the fob to
the end-user for alarm reporting or for display of status or error message.
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When a fob is created, it is given the default name “Fob Ex.y”, where <x> is the
expander number, and <y> is an expander input number. For example, default
fob name “Fob E2.8” is given to the fob assigned to input 8 on the expander 2.

A fob name can consist of 16 characters.

7.n.4.m.4 RF details

1>Sensor ID
4232C1

The RF device menu allows you to program a wireless device manually, or
remove it from the wireless expander.

7.n.4.m.4.1 Sensor ID

1>Sensor ID
4232C1

The screen allows you to view the sensor ID.

7.n.4.m.4.2 Remove RF dev

Remove RF dev?
>Cancel<

Select Ok and press Enter to remove the wireless device from the wireless
expander database.

7.n.4.m.5 Remove fob

Remove fob?
>Cancel<

Use the Remove fob command to remove the fob from the system. Select Ok
and press Enter. The fob is deleted bot from the panel and the wireless expander
database.

7.n.5 Language

5>Language
ENGLISH UK

The AXON system can display menus in the preferred language of each user.

7.n.6 User groups

1>Not set
2 Not set

Use the “User groups” menu to assign user groups to the selected user. A user
can have up to 16 user groups assigned.

To change a user group assignment, select the appropriate slot.

If the selected slot is empty (the user group is not assigned), you are prompted to
select one of the available user groups.

02>Supervisor G>
03 Area 1
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Select the appropriate user group to assign to the selected user.

If the selected slot already contains an assigned user group, you are moved to
the “Change UG” menu.

1>Change UG
User Group 3

Now you can take one of the following actions:

» Change the assigned group: press 1, or Enter, or Right to go to the user
group list and select a group.

» Delete the assigned group: press 2, or go the next menu entry and press
Enter.

For more information on user groups see “User groups” on page 8.

7.n.7 Remote opts

1>Remote login
name@email .com

The menu contains configuration menus for remote access.

7.n.7.1 Remote login

1 Remote login
>name@email . com<

The menu allows you to configure the user remote access.

After the new login is set, you are prompted to provide the remote password.

New password
> <

If the login and password are set successfully, the following message is
displayed:

INFO
Login/Passwd set

To remove the existing remote login, enter the empty string instead.

7.n.7.2 Change passwd

2 Chg rem passwd
> <

Use the menu to change the user remote password.

If the password is changed successfully, the following message is displayed:

INFO
Password changed
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7.n.7.3 Mobile number

3 Mobile number
> <

The menu lets you set the user’s personal mobile phone number.

This phone number is used if the GSM reporting destination type is set to User or
User Group.

This mobile phone number also identifies a sender of an SMS command. See
SMS Control Reference Manual for more information.

7.n.7.4 SMS reporting

2 SMS reporting
Off

The SMS reporting menu lets you enable or disable SMS reporting to the
selected user. The reporting can have one of the following states:

« Always: The reporting is enabled
« Off: The reporting is disabled

+ Off until re-setting: The reporting is temporarily disabled until the next system
set

This option is editable only if you belong to a user group that has SMS reporting
privilege enabled.

7.n.7.5 SMS control

3 SMS control
Disable

The SMS control menu allows you to see whether you have a possibility to send
SMS commands.

See “Appendix A. SMS control” on page 96 for more information on SMS control.

Note: SMS control for a user is disabled after 10 attempts to perform an
unauthorized SMS command. See SMS Control Reference Manual for more
information.

7.n.8 Access options

1>Door group
Not used

Use the menu to configure access control options for the selected user.

7.n.8.1 Door group

1 Door group
Not used

Assign a door group to the selected user.
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7.n.8.2 Floor group

1 Floor group
Not used

Assign a floor group to the selected user.

7.n.8.3 Trace

3 Trace
>No<

If set to Yes, all access events related to this user will be sent from door
controllers to the panel and stored in its log, so the panel operator can trace him.

7.n.8.4 Privileged

4 Privileged
>No<
If set to Yes, this user can override the anti-passback functionality and gain
access to regions that should be restricted for a normal user due to anti-
passback limitations.

7.n.8.5 Extended access

5 Ext. access
>No<

If set to Yes, the selected user has an extended door unlock time granted after
badging a valid card or entering PIN. The extended time is set separately for
each door.

7.n.8.6 Acc. user type

6 Acc. user type
>Normal<

Defines the type of user for enhanced security.

* Normal: Normal operation.

« Two cards: Requires two valid user codes or cards to be presented to perform
any alarm or access control functions.

» Guard: The user code or card can only perform functions when used in
conjunction with a visitor code or card.

» Visitor: Requires a code or card from a user who has a Guard user type.

» High security user: only when required number of those users is reached
within a high security region, normal users are also permitted to be inside.
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7.n.9 Select mode

9 Select mode
>Areas<

Depending on the selection, the user operates on areas or area groups. The
following options are available:

« Areas. The user can only set and unset particular areas. This is the default
value.

» Area groups. The user can only set and unset particular area groups.

« All. The user can set and unset areas as well as area groups.

7.n.10 Delete user

To remove a user, select a user using the cursor, or by entering the user number,
and go to the Delete user menu.

The display shows:

10 Delete user
>Cancel<

Choose Ok and press Enter. This removes the user.

Repeat this to delete other users, or press Clear to exit and return to the higher
menu level.

Note: You cannot delete a user unless your user group authorizes you to do so.
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Service

8 Service menu

The Service menu allows performing the maintenance tasks described below.

8.1 Time and date

1>Time zone
UTC+1

The Time and date menu allows you to set the system time and date, as well as
set up daylight saving time.

The following options are available.

« 8.1.1 Time zone: The system time zone.

+ 8.1.2 Date: Date format is DD-MM-YYYY.

« 8.1.3 Time: Time format is 24 hours.

+ 8.1.4 Daylight saving time beginning month: The DST start month.

« 8.1.5 Daylight saving time beginning week: The DST start week. The
available options are: 1st week, 2nd week, 3rd week, 4th week, last week.

« 8.1.6 Daylight saving time ending month: As above.
+ 8.1.7 Daylight saving time ending week: As above.
« 8.1.8 Set correction: Allows configuring time correction if necessary.

- 8.1.8.1 Time/7days: This submenu allows setting the time correction that is
performed each 7 days of panel work.

Maximum value is 5 min 40 s. Positive value means the clock is set forward,
negative — backward.

During daylight saving time change, the time always advances on Sunday at
2:00, and rewinds at 3:00.

Note: See “Daylight saving note” on page 68 for information on daylight saving
time change on programmed actions.

8.2 Test menu

1>Walk test
2 Input test

The menu contains functions that allow the user to test the alarm system.
8.2.1 Walk test

Walk test
in progress

Walk test allows the user to test all detectors in the selected areas.
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To perform the walk test:
1. Enter the menu.

Next, you are prompted to choose between total and reduced walk test.

Walktest scope
>Total<

The following options are available:
- Total: Standard walk test. All appropriate zones are tested.

- Reduced: Reduced walk test. This test is limited only zones that were not
active recently, during last 4 hours, or since the last set.

Choose a walk test scope and press Enter.

The display lists all zones to be tested.

1>Zone 1
Need Active

2. Walk along all detection points and make sure the detector is activated either
by walking in front of it or by opening a door or window.

Each activated zone is removed from the list on the display.
3. Return to the keypad and verify the result.

If the test is passed, the following message is displayed:

Walk test OK
Press Enter

Otherwise, there still is a list of untested zones. Contact the installer if you are
unable to pass the walk test.

See also “Performing a walk test” on page 21 for more information.

8.2.2 Test input

0>Zone
1 Panel

Enter the Input test menu to test inputs.

Select Zone to enter zone number. Alternatively, select the input location first
(panel, internal or external expander), then enter the (physical) input number on
this location.

Zone number, name, and input state are displayed.

12>Warehouse
Normal

You can now:
« Scroll through the list of zones. Press Up or Down.

» Scroll between input state, zone type and zone location. Press Left or Right.

12>Warehouse
Alarm
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12>Warehouse
Panel Exp 1.12

« Exit input test. Press Clear.

8.3 Manual test call

01>Cs 1
02 Cs 2

The Manual test call option allows you to test the central station reporting. Select
the central station. The panel now tries to establish a connection with the
selected central station.

The call progress status is shown on the display.

8.4 Siren test

1>Internal siren
2 External siren

The Siren test menu allows you to test internal and external sirens as well as
strobes.

Note: this function works only with certain settings programmed. Please contact
system installer to confirm that this function is available.

Available options for testing are the following:

« 1 Internal siren: Toggle the state of the internal siren

+ 2 External siren: Toggle the state of the external siren

« 3 Strobe: Toggle the state of the strobe

Enter the appropriate menu and press Enter to activate the output. Press Enter
again to deactivate it. Press Clear to exit from the menu.

8.5 Communications

1>CS
2 PC connection

The menu is used to change particular communication settings.

Note: The option availability depends on the user group permissions.

8.5.1 CS (central station)

01>Cs 1
02 Cs 2

AXON allows you to change phone numbers for central stations that are
programmed for voice communication.
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8.5.1.n Select CS

1>Phone

Select central station to change the phone number.

8.5.1.n.1 Phone

1 Phone
> <

Every central station reports to one telephone number. The phone number can
contain up to 20 digits. The following special characters are available:

 P:Pause (359).
« T: Waiting for dial tone.

To enter a character, press the corresponding key twice.

Note: Only voice communication phone numbers can be changed.

8.5.2 PC connection

01>PC conn 1
02 PC conn 2

The PC connection menu allows connecting to a PC from the panel. Select the
appropriate PC connection to activate.

8.5.3 Credit

3>Credit

Enter Credit menu to receive the GSM account state.

8.5.4 UltraSync

2>SID number
3 Settings

The menu allows you to configure the UltraSync cloud communication.

8.5.4.2 SID number

1>SID number
084400412454

The informational screen that shows the panel serial number.

8.5.4.3 Settings

1>Password
* Kk ok Kk Kk kk ok

The menu contains UltraSync connection settings.
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8.5.4.3.1 Password

1 Password
> <

The UltraSync password is necessary to connect to the panel remotely using
Downloader or Mobile Application via UltraSync secure cloud.

8.5.4.4 Notification list

1>Notification 1
2 Notification 2

The menu allows you to configure and remove push notifications for
smartphones.

Note: The panel menu does not allow you to add notifications. You can add
notifications only using a smartphone application.

8.5.4.4.n Select notification

1>Name
Notification 1

Select a notification to configure it.

8.5.4.4.n.1 Notification name

1 Name
>Notification 1<

Every push natification can be programmed with a name to identify it.

Use the menu to enter or change the push notification name. The push
notification name can contain up to 16 characters.

8.5.4.4.n.2 ldentifier

2>Identifier

The informational screen that shows the smartphone notification identifier.

8.5.4.4.n.3 User

3>User
User 3

The informational screen that shows the user, which receives the selected push
notification.

8.5.4.4.n.4 Status

4>Status
Active

The informational screen that shows the status of the selected notification.

» Active: The notification is active and can be received by the user.
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» Inactive: The notification is disabled by the installer or supervisor, or the user
group permissions do not allow the user to receive notifications, or no event
types are enabled for push notifications in “8.5.4.4.n.5 Event types” below.

8.5.4.4.n.5 Event types

1>Alarms
Enabled

The menu allows you to select types of events that will be sent to the
smartphone.

If the option is enabled, any event of that category is sent via push notification to
the assigned user.

The following options are available:

+ 1 Alarms: Alarms pending, Panic, RF Jamming, Tampers, Soak, Technical
+ 2 Set/unset: Set, Unset, Part set, Inhibit

« 3 Power: Battery fault, Battery low, Mains fault, PSU fault

* 4 System: Engineer reset, Service, Local programming, RFU events, Auto CS
test, Isolation

* 5 Video: Picture memory full, Picture deleted, Picture taken

* 6 Fault: Ethernet link, Communication, Fuse, Power and internal faults and
restores

» 7 Access: Access denied, access granted

8.5.4.4.n.6 Delete notification

6 Delete notif.
>Cancel<

Use the menu to remove the selected push notification from the system. To
remove the notification, select OK and press Enter again. The notification is
deleted.

8.6 Chime

1>Area 1
Enable

The Chime menu allows you to enable or disable chimes for selected areas and
keypads.

Note: If the chime is set to auto in system settings, the chime in the area may
automatically become enabled or disabled when the area is armed or disarmed.
Please contact the installer for more information.

8.7 Trigger state

1>Trigger 1
2 Trigger 2

The trigger state menu allows you to manually change trigger flag states.
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Choose the trigger and then choose the appropriate flag. Next, set the required
state.

1>SCHEDULE
Off

8.8 Service in

8>Service in
Enabled

Certain regulations prohibit the installer from accessing the menus without
permission from the manager (or supervisor). In this case the manager must use
the Installer in-time menu to allow the installer to log on to the system menus.
Log on permission is granted for a specific time period.

Note: Once the installer enters the installer menu, he can stay in programming
mode with no time limit.

8.9 Check card

Badge card
Keypad 1

Use the menu to read data from a user card.

Badge card on the keypad indicated on the screen the same way as it is done
when user card programming (see “7.n.3 User card” on page 54).

If the card is programmed in the system, its holder user information is displayed:
User 05

J.Smith

Otherwise, if the card is unknown, its type and data is displayed in the same
format as in the event log.

CARD/TAG
98832665774

Badge another card, or press X to exit the menu.

8.10 Uns Time Left

Time left 06 min
* to extend time

The time left until the delayed ATM autoset occurs.

Press * to extend the timer by the pre-programmed time period.
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Calendar

9 Calendar

1>Actions
>>>

The Calendar lets you to configure an automatic execution of specific actions at
particular time and date. Panel settings can be automatically adjusted according
to the schedule.

The Calendar functionality is based on schedules.

Schedules

Each schedule includes start and end dates, time frames, and actions to be
performed. It also defines special days, and a filter that activates actions in this
schedule.

Schedules are defined by the following parameters.

« Date: Start date and end date determine a time period, when the schedule is
valid, or two days when the actions will be activated, depending on time frame
configuration.

« Time: Itis possible to define up to 4 time frames for each schedule.
Caution: Time frames should not overlap.

The time frame is determined by start and end time of the day, and selected
days of the week.

If no weekday is selected, the time frame will be valid only on the start and
end days of the schedule (non-recurring schedule). Otherwise, the schedule
will repeat every week (recurring schedule).

Note: Non-recurring schedule only allows one time frame to be defined.

» Action list: A list of actions that must be performed by the system when the
schedule is active. See “Actions” below.

« Special day time: Alternative time frames, which become valid if the current
day is a special day. See “Special days in schedules” on page 68.

» Filter: A conditional filter that enables actions in the schedule when becomes
true.
Actions

Action is a user programmed function, which can be done automatically by the
system according to the programmed schedule.

Every action has the following settings:

* Name
» User function: See “User programmable functions” on page 76.
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Counteractions
Every action has a counteraction that is opposite to this action. For example:

* Counteraction of area set is area unset
* Counteraction of zone uninhibit is zone inhibit
+ Counteraction of toggle trigger is toggle trigger, etc.

Counteraction is defined in the schedule automatically if the time frame end is
set. In this case the action is performed at the time frame start, and the
counteraction is executed at the time frame end. If the time frame end is not set
(00:00), the counteraction is not activated.

Special days in schedules

You can assign special day time frames to each schedule. If a schedule contains
a special day time frame defined, it will be also activated on special days.

Caution: Special days can only be configured in recurring schedules, which have
weekdays selected and are repeated annually.

Special days are assigned to dates in the menu “9.1 View” below.

Daylight saving note

Actions planned between 2:00 and 3:00 on daylight saving time change do not
occur when clocks are advanced, and occur twice when clocks are rewound.

For more information on daylight saving programming, see “8.1 Time and date”
on page 60.

Viewing calendar

9.1 View

1>10-03-2016
2 11-03-2016

Use the View menu to see actions and contractions planned for the particular
day.

It is possible to disable an action planned for the current day. To do so, select an
action and toggle between On and Off.

9.1.n Date

1>Auto Set
2 By object

Select or enter a date to see planned actions, or to change its status, and press
Enter.
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9.1.n.1 Auto setting

0>All areas
>>>

Enter the menu to see all automatic setting actions in particular areas planned for
the selected day.

Select All areas, or choose the appropriate area.

9.1.n.2 By object

1>Area
2 Rkp

Enter the menu to see all actions planned on the selected day for particular
objects.

Select object name or type. The available objects are described in “User
programmable functions” on page 76.

9.1.n.3 Special day

1>Day type
Normal Day

Enter the menu to configure the selected day as a special day.

For more information, see “Special days in schedules” on page 68.

9.1.n.3.1 Day type

1 Day type
>Normal day<

Choose a type for the selected day:

* Normal day: A normal day. A special day time frame is not valid.

» Holiday, Special day 2 etc.: The day is one of special days defined in “9.2.n.6
Special days” on page 73.

9.1.n.3.2 Recurring

2 Recurring
>Yes<

If set to Yes, the special day repeats every year. Otherwise, it is valid only once
on the defined date.

9.1.n.3.3 Until date

3 Until date
>10.03.2016<

If the end date is set, the special day object will cover a time period from the
selected day to the end date set in the Until date menu.

Note: A time period overwrites other special days in case of overlapping.
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Schedules

9.2 Schedules

0>Add Schedule
1 Schedule 1

Each panel action performed automatically can be driven by up to two schedules.
Use the Schedules menu to add and modify schedules.

For more information on schedules see “Schedules” on page 67.

Schedule settings

9.2.0 Add schedule

Access the menu to add a schedule. If the schedule is created successfully, the
following message appears:

INFO
Schedule added

The new schedule is given the default name “Schedule N” and placed on the end
of the schedule list. You can now start editing the schedule details for the new
schedule.

9.2.n Select schedule

1>Name
Schedule 1

Select a schedule to program.

9.2.n.1 Schedule name

1 Name
>Schedule 1 <

Every schedule can be programmed with a name to identify it.

Use the Schedule name screen to enter or edit the schedule name. The schedule
name can contain up to 16 characters.

9.2.n.2 Active

2 Active
>0ff<

If set to On, the schedule is currently active.

9.2.n.3 Date

1>Start date
01.01.2016

Enter the following dates:
+ 1 Start date: The date of the schedule start.
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2 End date: The date of the schedule end. Note that this date cannot be
earlier than the Start date.

9.2.n.4 Time

0>Add time frame
1 Time frame 1

Define time frames when the schedule activates.

9.2.n.4.0 Add time frame

Access the menu to add a time frame. If the time frame is created successfully,
the following message appears:

INFO
Time frame added

The new time frame is given the name “Time frame N” and placed on the end of
the action list. You can now start editing the action details for the new action.

Caution: Time frames should not overlap.

9.2.n.4.m Select time frame

1>Start time
00:00

Select a time frame to program.

9.2.n.4.m.1 Start time

1 Start time
>00:00<

Provide the time of the day in 24-hour HH:MM format when the selected time
frame starts.

Note: Value 24:00 means that the time frame is not configured.

9.2.n.4.m.2 End time

2 End time
>00:00<

Provide the time of the day in 24-hour HH:MM format when the selected time
frame ends. The value 00:00 means that the end time is not set, and therefore
the counteraction is not performed. See “Counteractions” on page 68 for more
information.

9.2.n.4.m.3 Week days

Week days
>M.WT...<

Select days of the week when the selected time frame is active.

If no weekday is selected, the schedule will only be valid on the first and the last
day (non-recurring schedule). In this case only one time frame can be used. See
also “Schedules” on page 67.
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9.2.n.4.m.4 Delete time frame

To remove a time frame, select a time frame using the cursor, or by entering the
time frame number, and go to the Delete time frame menu.

The display shows:

4 Delete TF
>Cancel<

Choose Ok and press Enter. This removes the time frame.

Repeat the command to delete other time frames, or press Clear to exit and
return to the higher menu level.

Note: You cannot delete a time frame unless your user group authorizes you to
do so.

9.2.n.5 Action list

0>Add Action
1 Action 1

Select actions that must be performed by the system according to the selected
schedule.

Each action can be programmed with a number of options. Before going any
further, select the action to program.

9.2.n.5.0 Add action

Access the menu to add an action. If the action is created successfully, the
following message appears:

INFO
Action added

The new action is given the default name “Action N” and placed on the end of the
action list. You can now start editing the action details for the new action.

9.2.n.5.m Select action

1>Name
Action 1

Select an action to program.

9.2.n.5.m.1 Action name

1 Name
>Action 1 <

Every action can be programmed with a name to identify it.

Use the Action name screen to enter or edit the action name. The action name
can contain up to 16 characters.
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9.2.n.5.m.2 Object type
9.2.n.5.m.3 Function

9.2.n.5.m.4 Parameters

Available object types, functions and parameters are described in “User
programmable functions” on page 76.

9.2.n.5.m.5 Delete action

To remove an action, select an action using the cursor, or by entering the action
number, and go to the Delete action menu.

The display shows:

5 Delete action
>Cancel<

Choose Ok and press Enter. This removes the action.

Repeat the command to delete other actions, or press Clear to exit and return to
the higher menu level.

Note: You cannot delete an action unless your user group authorizes you to do
So.

9.2.n.6 Special days

0>Add sp day
1 Holiday

Configure special days associated with this schedule.

9.2.n.6.0 Add special day

Access the menu to add a special day. If the special day is created successfully,
the following message appears:

INFO
Sp day added

The first special day is given the default name “Holiday”, while subsequent
special days are named “Special day 2”, “Special day 3”, etc.

9.2.n.6.m Select special day

1>Name
Holiday

Select a special day to program.
9.2.n.6.m.1 Special day name

1 Name
>Holiday <

Every special day can be programmed with a name to identify it.
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Use the Special day nhame screen to enter or edit the special day name. The
special day nhame can contain up to 16 characters.

Note: Special day names are common for all schedules.

9.2.n.6.m.2 Start time

1 Start time
>00:00<

Provide the time of the day in 24-hour HH:MM format when the selected special
day time frame starts.

9.2.n.6.m.3 End time

1 Start time
>00:00<

Provide the time of the day in 24-hour HH:MM format when the selected special
day time frame ends.
9.2.n.6.m.4 Delete special day

To remove a special day, select a special day using the cursor, or by entering the
special day number, and go to the Delete special day menu.

The display shows:

5 Delete sp day
>Cancel<

Choose Ok and press Enter. This removes the special day.

Repeat the command to delete other special days, or press Clear to exit and
return to the higher menu level.

Note: You cannot delete a special day unless your user group authorizes you to
do so.

9.2.n.7 Filter

00>Not used
01 Internal Sire

Assign an additional condition filter to the schedule.

If this filter is deactivated, the schedule is disabled. If no condition filter is
assigned, the schedule is executed unconditionally.

9.2.n.8 Delete schedule

To remove a schedule, select a schedule using the cursor, or by entering the
schedule number, and go to the Delete schedule menu.

The display shows:

8 Delete sched
>Cancel<

Choose Ok and press Enter. This removes the schedule.
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Repeat the command to delete other schedules, or press Clear to exit and return
to the higher menu level.

Note: You cannot delete a schedule unless your user group authorizes you to do
so.
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User programmable functions

You can program your own user functions that can later be activated
automatically or manually. For example, you can program a user function for
setting an area or switching on an output, and then define a schedule for it.
Programming menu

The function programming menu is accessible from various menus where user
programmable functions are used.

The list of allowed functions may vary for different menus.

To program a user function:

1 Type
>None<

First, choose an appropriate function type.

Note: Depending on the user menu entry, you may need to select an object type
first, for example, Door or Area.

Next, configure function parameters.

Available parameters depend on the selected function type. For particular types
parameters are disabled.

Note: Particular functions require user code entering. To disable it, switch off the
“User Code Req” parameter, if allowed.

Depending on the activation method, the following function types and parameters
may be available.

Table 4: Available function types and parameters

Type Description Available parameters
None No function is assigned None
Set Set areas [1][2] 1. Area selection

2. Area groups selection

3. User code requirement
Unset Unset areas [1] 1. Area selection

2. Area groups selection
Trigger Change a trigger state 1. Trigger name

2. State change: Clear, Set, or Toggle
Part set 1 Part set 1 for areas [1][2] 1. Area selection

2. User code requirement
Part set 2 Part set 2 for areas [1][2] 1. Area selection

2. User code requirement
Inhibit Inhibit zones [1][3] None
Test call Execute a test call [3][4] None
PC connection Establish connection with the  None
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Type Description Available parameters
Service in Allow service in [5] None
Panic Activate panic alarm None
Chime area Change a chime functionality 1. Area selection

status in the area 2. Status change: Clear, Set, or Toggle
Chime keypad Change a chime functionality 1. Keypad selection

status on the keypad 2. Status change: Clear, Set, or Toggle
Set without exit Immediate set (without exit 1. Area selection

time) [1] 2. Area groups selection

3. User code requirement

Fire reset Reset fire detectors [1] 1. Area selection
Show open zones  Show open zones [1] 1. User code requirement
Active alarms Show zones in alarm state [1] 1. User code requirement
Active faults Show faulty zones [1] 1. User code requirement
Alarm memory Show acknowledged alarms [1] 1. User code requirement

Alarms to ACK

UG control

Keypad control

Walk test
Output test

Test pic to CS

Fire

Medical alarm

Show inhibited

GSM credit

UG area access

Prohibit unset

Shunt

Show shunted

Show unacknowledged alarms
[1]

Change user group privileges

None

1. UG identifier

2 and further - user group privilege.
Choose a privilege, and then change it.
Note that the user group type must allow

Change keypad options

Run walk test [1]
Test outputs [1][4]

Take a picture and send it to a
central station

Raise a fire alarm
Raise a medical alarm
Show inhibited zones
Check GSM credit

Change user access to areas

Disable area unset

Allow shunt in areas

Show shunted zones
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this change.

1. Keypad identifier

2. State change: lock or unlock

1. Area selection

1. Output selection.

4 outputs can be assigned.
2. User code requirement.

1. Camera
2. Central station

None
None
None
None

. UG identifier

. Area selection

. Area selection

. Area selection

N P NP WODN B

None

. Area groups selection

. State change: On or Off

. State change: Shunt, Unshunt, Toggle
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Type

Description Available parameters

Show isolated

Unlocked
RTE

Low security

Access enabled

Show isolated zones, keypads, None
and expanders

Unlock doors 1. Door selection

Enable Request To Exitinput 1. Door selection
for specific doors

Enable Low security mode for 1. Door selection
specific doors

Enable access to doors in a 1. Door group selection
door group [6]

[1] Depending on system settings, the function may require logging in of a user with the
appropriate privileges.

[2] Set and part set function start time is the time when the warning timer is started. The warning
time must be considered.

[3] The function is an entry to the appropriate user menu.

[4] The function requires logging in of the supervisor or the installer.

[5] The function requires logging in of the supervisor.

[6] Caution: This function should be only performed in a time frame with specified end time. See
also “Counteractions” on page 68.

The described functions can be activated by one of the following:

* Schedule. See “Calendar” on page 67 for more details.

* Function key. See “Function keys” on page 85.

* Fob. See “Fobs programming” on page 79 for more details.
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Fobs programming

To add a fob, follow one of the following procedures.

Sequential mode

In sequential mode, you can learn a range of fobs.

To learn fobs in sequential mode:
1. Go to the “7.n.4.0 Add fob” menu described on page 54.

1>Expander 1
2 Expander 2

2. Select fob zone location.

Learn mode
>Sequential<

3. Choose Sequential mode and press Enter.

Input number
> <

4. Choose an input number.

INFO
Program fob 1

5. Press the programming key sequence to activate the fob. See “Fob
activation” on page 81 for more information about activation.

If an error occurs, the keypad shows an error message and beeps seven times.

WARNING
ERROR

The error can occur, for example, when you try to learn a fob, which is already
programmed in the wireless expander.

If the fob is programmed successfully, the keypad shows an information
message and beeps once.

INFO
Fob learned

If there are more fobs to program, and there are fob inputs available in the
wireless expander, repeat learning another fob.

INFO
Program fob 2

To stop the learning process and exit the menu, press Clear.

Proceed with the fob configuration.
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Manual mode

In manual mode, you can learn and configure a fob.

To learn a fob in manual mode:
1. Go to the “7.n.4.0 Add fob” menu described on page 54.

1>Expander 1
2 Expander 2

2. Select zone location.

Learn mode
>Manual<

3. Choose Manual mode and press Enter.

Input number
> <

4. Enter the input number.

If the input is free, you are prompted to activate the wireless device.

Program fob 1
Press # for ID

5. Press the programming key sequence to activate the fob, or press Enter to
enter fob identifier and fob encryption key manually. See “Fob activation” on
page 81 for more information about activation.

Fob ID

> <
Fob key

> <

If the input has been already programmed, you are informed by a message and
seven beeps.

INFO
Fob exists

Next you are asked if you want to replace the programmed fob.

Replace fob?
>No<

If the fob is programmed successfully, the keypad shows an information
message and beeps once.

INFO
Fob learned

Next you are asked if you want to edit the new fob.

Edit fob?
>No<

Chose Yes and press Enter to edit fob settings.
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Otherwise you are asked if you want to learn another fob.

Next fob?
>No<

Chose Yes if you need to configure more fobs. The procedure will be then
repeated.

Fob activation

To activate a fob:

1. Press the unlock button quickly two times, then press and hold until fob LED
flashes 3 times. Release the button immediately after third flash.

2. Press the unlock button quickly, then press and hold until fob LED flashes 2
times. Release the button immediately after the second flash.

3. Press and hold the unlock button until touchpad light flashes once, and then
release the button immediately.
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Common key sequences

See “Set and unset the system” on page 12.

The authorization method depends on system settings. Consult the system
installer to define the authorization method.

Common key sequences for LCD keypad

Table 5: Common key sequences for LCD keypad

Action Programmed method Key sequence [1]
Set Set with key On a
Set with PIN On, PIN, Enter a
PIN, On a
Set with card Card a
On, card a
3 x card a
Set with card and PIN On, card, PIN, Enter a
Card, PIN, On a
Unset Unset with PIN Off, PIN, Enter a
PIN
PIN, Off a
Unset with card Card a
Off, card a
Unset with card and PIN Off, card, PIN, Enter a
Card, PIN, Off a
Card, PIN
Part set Part set with key Partset a
Part set with PIN Partset, PIN, Enter a
PIN, Partset d
Part set with card Card a
Partset, card a
3 x card a
Part set with card and PIN Partset, card, PIN, Enter a
Card, PIN, Partset a
Door access Door access with PIN PIN, Enter a
Door access with card Card a
Door access with card and PIN  Card, PIN, Enter a
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Action Programmed method Key sequence [1]
Menu access Menu access with PIN Menu, PIN, Enter a
PIN, Menu a
Menu access with card Menu, card a
Menu access with card and PIN  Menu, card, PIN, Enter a
Card, PIN, Menu a
Duress Duress with PIN Any set key (On / Off / Partset), a
duress code, Enter
Duress code, any set key a
Duress with card and PIN Any set key (On / Off / Partset), a
duress code, card, Enter
Card, duress code, any set key a
Change keypad Increase volume X + Right a
buzzer volume Decrease volume X + Left a
Panic Panic alarm 1+3 a
Active alarms Display active zones and faults ~ Function, Function a
that should be acknowledged
Alarm memory Display alarms that occurred Enter, Enter a
when set
[1] Availability must be defined by the installer.
See also “Areas displayed during set and unset” on page 18.
Common key sequences for Touchscreen
Table 6: Common key sequences for touchscreen
Action Programmed method Key sequence [1]
Set Set with key 4 ON a
Set with PIN A ON, PIN, = Enter a
Set with card Card a
A ON, card a
3 x card a
Set with card and PIN A ON, card, PIN, = Enter a
Unset Unset with PIN @ OFF, PIN, & Enter a
Unset with card @ OFF, card a
Unset with card and PIN ) OFF, card, PIN, = Enter a
Part set Part set with key A PART a
Part set with PIN A PART, PIN, & Enter a
Part set with card Card a
A PART, card a
3 x card a
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Action Programmed method Key sequence [1]
Part set with card and PIN PART, card, PIN, = Enter a
Door access Door access with PIN ¥ OPEN, PIN, = Enter a
Door access with card Card a
Door access with card and PIN  Card, PIN, = Enter a
Menu access Menu access with PIN Authorization [2], PIN, = Enter a
Menu access with card Authorization [2], card a
Menu access with card and PIN  Authorization [2], card, PIN, = Enter QO
Duress Duress with PIN Any set key (ON / OFF / PART), a
duress code, = Enter
Duress with card and PIN Any set key (ON / OFF / PART), a
duress code, card, = Enter
Emergency Fire alarm Slide down, FIRE a
alarms [3] Panic alarm [6] Slide down, PANIC a
Medical alarm Slide down, MEDICAL a
Function keys F1 Slide left, F1 a
[314] F2 Slide left, F2 a
F3 Slide left, F3 a
Fa Slide left, F4 a
[1] Availability must be defined by the installer.
[2] Tap on the authorization bar. See “Authorization” on page 29.
[3] Slide the main screen to navigate to the additional screens.
[4] Functions must be defined by the installer.
See “Controlling the system using Touchscreen” on page 28 for more
information.
Common key sequences for keypad without LCD
Table 7: Common key sequences for keypad without LCD
Action Programmed method Key sequence [1]
Set Set with PIN On, PIN, On a
PIN, On a
Set with card Card a
On, card a
3 x card a
Set with card and PIN On, card, PIN, On a
Card, PIN, On a
Unset Unset with PIN Off, PIN, On a
PIN a
PIN, Off a
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Action Programmed method Key sequence [1]
Unset with card Card a
Off, card a
Unset with card and PIN Off, card, PIN, On a
Card, PIN, Off a
Card, PIN
Part set Part set with card Card a
3 x card a
Door access Door access with PIN PIN, Off a
Door access with card Card a
Door access with card and PIN  Card, PIN, On a
Duress Duress with PIN Any set key (On / Off), duress code, Q1
Enter
Duress code, any set key a
Duress with card and PIN Any set key (On / Off), duress code, Q1
card, Enter
Card, duress code, any set key a
Panic Panic alarm 1+3 a

[1] Availability must be defined by the installer.

When a PIN can be entered, the keypad beeps twice and flashes the red and
green LEDs. When an operation fails the keypad beeps seven times. See “When
you cannot set or unset” on page 13 for more information.

Function keys

See also “User programmable functions” on page 76.

Table 8: Function keys

Action [1]

Key

A
B
C
F1(F+1)
F2 (F +2)
F3 (F +3)
F4 (F + 4)

U000 00D

[1] Functionality and availability must be defined by the installer.
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Programming records

Use the following pages to record the configuration and programming details for
your system. The following areas are covered:

* Users

» User groups

* Condition filters
* Schedule

» Special days

*+  SMS commands

We suggest that you complete the forms using a pencil so that you can erase
obsolete entries and thereby keep your records up to date and compact.

It may be necessary to make copies of certain record sheets where the number
of records exceeds the space allowed, for example, if your system uses more
than four schedules.

We recommend that you store this manual and your record sheets together in a
safe place, and ensure that they are always kept up to date.
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Users

User name User group

Full name
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User name

User group

Full name
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User groups

# User group  Function summary
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Condition filters

This information is provided by the installer.

Number Filter name Description
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Number Filter name Description
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Schedule

Days

Action

Mon
Mon
Mon
Mon
Mon
Mon
Mon

Mon

Mon
Mon
Mon
Mon
Mon
Mon
Mon

Mon

Mon
Mon
Mon
Mon
Mon
Mon
Mon

Mon

Mon
Mon
Mon
Mon
Mon
Mon
Mon

Mon

Tue
Tue
Tue
Tue
Tue
Tue
Tue

Tue

Tue
Tue
Tue
Tue
Tue
Tue
Tue

Tue

Tue
Tue
Tue
Tue
Tue
Tue
Tue

Tue

Tue
Tue
Tue
Tue
Tue
Tue
Tue

Tue

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

Sat
Sat
Sat
Sat
Sat
Sat
Sat
Sat

Sat
Sat
Sat
Sat
Sat
Sat
Sat
Sat

Sat
Sat
Sat
Sat
Sat
Sat
Sat
Sat

Sat
Sat
Sat
Sat
Sat
Sat
Sat
Sat

Sun
Sun
Sun
Sun
Sun
Sun
Sun

Sun

Sun
Sun
Sun
Sun
Sun
Sun
Sun

Sun

Sun
Sun
Sun
Sun
Sun
Sun
Sun

Sun

Sun
Sun
Sun
Sun
Sun
Sun
Sun

Sun
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Special days

Date

Time

Action
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SMS commands

Command Format or example
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Command Format or example
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Appendix A. SMS control

This section specifies the SMS commands available in the systems equipped
with ATS734x GSM communication modules. You can send commands to the
alarm system via SMS messages. These commands are listed in “SMS
command list” on page 97.

See SMS Control Reference Guide for more information.

SMS control requirements
In order to use SMS control functions, you must follow these rules:
» Have a valid phone number defined in user options.

This setting is available both locally and remotely. See the Register and
Unregister command, as well as the Phone command description.

» Belong to the user group with the SMS control allowance.

+ Have SMS control enabled. See the enable and Disable command
description for more details.

Command syntax

The following syntax is used for all commands:

[<KPIN>] <command> [<parameters>] [, <command>
[<parameters>] ]

The following principles apply:
+ Commands are case-insensitive.

* Any number of consecutive blank characters (spaces, tabs, CRs, etc.) are
interpreted as a single space.

* You can have up to 10 commands in one SMS message. Commands must be
separated with a comma.

* In most cases <list> is a space-separated list, or “all’. If <list> is “all”, or is
omitted, this is equivalent to a list of all objects for which the user has rights
for the selected action.

» If the parameter is a phone number, it should be given in the fully expanded
form, with country code preceded by “+”. For example: +48555223322.

User authentication

The user is authenticated by the phone number sending the SMS message.
Only registered phone numbers are allowed to send SMS commands.

The PIN field is required, if:

* The “User PIN req.” option is set to Yes
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* The same phone number is programmed for more than one user. The PIN is
then required to identify the user.

If the PIN field is required and the command does not contain the PIN code, the
following message is returned:

Command rejected, PIN required.

If the PIN field is required and the PIN is invalid, the following message is
returned:

Command rejected, invalid PIN.

If the PIN field is not required, the PIN must not be present in SMS message.

SMS command list

Table 9: SMS commands

Command Description Example
status Get system status. st
st The command returns the Get system status.

following: alarm in areas, areas
set, areas being set, partset,
unset, areas not ready, and fault

list.
area <area list> Get area names. area 2
ar <area |ist> Get area 2 name.
ar 2 3 5
Get names of areas 2, 3, and 5.
set [<area list>] Set areas. set
s [<area list>] If <area list> is “all’, or is Set all allowed areas.

omitted, this is equivalent to a set 1

list of all areas for which the user Set area 1.

has rights for the selected s 2 35

action. Set areas 2, 3, and 5.

s all
Set all allowed areas.

unset [<area list>] Unset areas. Parameters are unset
u [<area list>] equal to the Set command. Unset all allowed areas.

unset 1
Unset area 1.

uz2 35
Unset areas 2, 3, and 5.

u all
Unset all allowed areas.
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Command Description Example

partsetl [<area list>] Part set 1 or part set 2 areas. partsetl

pl [<area list>] Parameters are equal to the Set  Part set 1 all allowed areas.

partset2 [<area list>] command. partset2 1

. Part set 2 area 1.

p2 [<area list>]
pl 2 3 5
Part set 1 areas 2, 3, and 5.
p2 all

forceset [<area list>]
fs [<area list>]

forcepartset [<area list>]
fp [<area list>]

zone <zone list>
zn <zone list>

Zone status [<area list>]
zs [<area list>]

98

Forced set areas. Parameters
are equal to the Set command.

Forced part set areas.
Parameters are equal to the Set
command.

Get zone details.

The command returns zone
name, areas that the zone
belongs to, and zone type, for
each zone in the list.

Up to 10 zone entries can be
returned.

Get open and inhibit status of all
zones in the areas listed.

If <area list> is “all”, oris
omitted, this is equivalent to a
list of all areas for which the user
has rights for the selected

action.

Part set 2 all allowed areas.

forceset
Forced set all allowed areas.

forceset 1

Forced set area 1.

fs 2 3 5

Forced set areas 2, 3, and 5.

fs all
Forced set all allowed areas.

forcepartset
Forced part set all allowed areas.

forcepartset 1
Forced part set area 1.

fp 2 3 5

Forced part set areas 2, 3, and 5.
fp all

Forced part set all allowed areas.
zone 2

Get details for zone 2.

zn 2 3 5

Get details for zones 2, 3, and 5.

zone status
Get status for all zones in all
allowed areas.

zone status 1
Get status for zones of area 1.

zs 2 3 5

Get status for zones of areas 2, 3,
and 5.

zs all

Get status from all zones in all
allowed areas.

AXON Control Panel Manager Manual



Command Description Example

zone faults [<area list>]  Get fault, tamper, and isolate zone faults

zf [<area list>] status of all zones in the areas  Get faults for all zones in all
listed. Parameters are equalto  allowed areas.
the Zone Status command. zone faults 1

Get faults for zones of area 1.
zf 2 35

Get faults for zones of areas 2, 3,
and 5.

zf all
Get faults from all zones in all
allowed areas.

inhibit <zone list> Inhibit listed zones. inhibit 2
inh <zone list> Inhibit zone 2.
inh 1 2 3 7
Inhibit zones 1, 2, 3, and 7.
uninhibit <zone list> Uninhibit listed zones. uninhibit 2
uninh <zone list> Uninhibit zone 2.

uninh 1 2 3 7
Uninhibit zones 1, 2, 3, and 7.

isolate <zone list> Isolate listed zones. isolate 2
iso <zone list> Isolate zone 2.
iso 1 2 3 7
Isolate zones 1, 2, 3, and 7.

unisolate <zone list> Unisolate listed zones. unisolate 2
uniso <zone list> Unisolate zone 2.

uniso 1 2 3 7
Unisolate zones 1, 2, 3, and 7.

event [<type>] [knum>]  Get a selected event. event 23
ev [<type>] [<num>] Events are numbered starting ~ G€t mandatory event 23.
from 1 (the most recent event) event access 3
to 255. Get access event 3.
Type can be one of the ev all
following: Get the last event.
*  “Mandatory” or “m”: event all 13
mandatory events Get event 13.
*  “Nonmandatory” or “n”: non- ev
mandatory events Get the last mandatory event.
* ‘“Installer” or “i"; installer
events
+ “Access” or “a”: access
events

« “All": all events

If the <type> parameter is
omitted, only the mandatory
events are listed.

If the number is omitted, the
most recent event is returned.
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Command

Description

Example

events [<type>]
[<num1>] [xnum2>]

evs [<type>] [<knum1>]
[<num2>]

on <trigger list>

off <trigger list>

toggle <trigger list>

trigger <trigger list>
trig <trigger list>

output <num>
out <num>

outputs [<output list>]
outs [<output list>]

start reporting [<num>]
start [<num>]
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Get events from the range,
including <num1> and <num2>.

Type usage is equal to the
“event” command, with the
following exceptions:

« If one number is omitted, all
events up to <numl> are
returned (or <num1> of most
recent events).

* If both numbers are omitted,
10 most recent events are
returned (1 to 10).

Parameters numl1 and num2 can
have values from 1 (the most
recent event) to 255.

Up to 25 events can be returned.

Activate listed triggers.

Deactivate listed triggers.

Toggle listed triggers states.

Get trigger names and states.

Get output state.

Get listed outputs states.

Start SMS reporting to the user
<num>, or for the sender, if
<num> is omitted [2][3].

events 23

Get mandatory events from 1 to 23.
events access 3 13

Get access events from 3 to 13.
ev all

Get 10 last events.

event all 13

Get events 1 to 13.

ev 2 50
Get events 2 to 26 (only 25 events
can be returned).

on 1
Activate trigger 1.

on 2 5 6
Activate triggers 2, 5, and 6.

off 1
Deactivate trigger 1.

off 2 5 6
Deactivate triggers 2, 5, and 6.

toggle 1
Toggle trigger 1.

toggle 2 5 6
Toggle triggers 2, 5, and 6.

trigger 1
Get trigger 1 name and state.

tr 2 3 5
Get names and states for
triggers 2, 3, and 5.

output 3
Get output 3 status.

out 7
Get output 7 status.

outputs 3

Get output 3 status.

outs 7 8 11

Get status of outputs 7, 8, and 11.
start reporting 6
Start reporting for user 6.

start
Start reporting for yourself.
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Command Description

Example

stop reporting [<num>] Stop SMS reporting to the user

stop [<num>] <num>, or for the sender, if
<num> is omitted, until the next
system set [2][3].

stop reporting permanent Stop SMS reporting to the user

[<num>] <num>, or for the sender, if

stop perm [<num>] <num> is omitted, until started
again via the “start reporting”
command [2][3].

register <phone> <num> Change phone number of the

r <phone> <num> user <num> to the new <phone>
[1].
Note: You cannot change your
own phone number using this
command. Use “Phone”
command instead.

unregister <num> Delete phone number of the
unr <num> user <num> [1].

Note: You cannot delete your
own phone number using this
command.

phone <phone> Change own phone number to
<phone>.

The command must be sent
from the old (currently
registered) phone number.

The registered phone is
changed permanently once the
next valid command is sent from
the new phone number. If the
next valid command is sent from
the old phone number, the
operation is cancelled.

pin <PIN> [<num>] Change PIN for the user <num>,
or for the sender, if <num> is
omitted [2].

disable <num> Disable SMS control for the user

dis <num> <num> [1][4].

enable <num> Enable SMS control for the user

en <num> <num> [1][4].
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stop reporting 6
Stop reporting for user 6, until the
next system set.

stop
Stop SMS reporting for yourself,
until the next system set.

stop reporting
permanent 6

Stop reporting for user 6, until it is
allowed by the “start reporting”
command.

stop perm

Stop reporting for yourself, until
started again.

register +48555223322
6

Change phone number of user 6 to
the new one.

r +48223322555 9

Change phone number of user 9 to
the new one.

unregister 6
Delete phone number of user 6.

unr 9
Delete phone number of user 9.

phone +48555223322
Change the registered phone
number of the sender for the new
one. The next command must be
sent from the +48555223322.

pin 1234 6
Set user 6 PIN to 1234.

pin 4321

Set own PIN to 4321.
disable 6

Disable control for user 6
dis 9

Disable control for user 9
enable 6

Enable control for user 6

en 9
Enable control for user 9
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Command Description Example

user <num> Get user <num> details [1]. user 6
The command returns user List user 6 details
name, phone number, language, u 9

users [<num 1> <num2>]

language <language>
[<num>]

credits

cr

connect <num>
conn <num>

help

SMS control and reporting
privileges.

List users from <num 1> to
<num2> range together with
their phone numbers, SMS
control and reporting privileges
[1].

If the user range is omitted, the
list contains only the users that
belong to the user groups with
“SMS reports allowed” or “SMS
control allowed” privileges set.

Change language of the user
<num>, or for the sender, if
<num> is omitted.

<Language> is the localized
language name, for example,
English, Deutsch, Suomi.

Get GSM network credit
information [1].

The answer format may vary for
different GSM operators.

Start remote PC connection
<num> [1]

Get list of the allowed SMS
commands.

List user 9 details

users 6 9
List users from 6 to 9 and their
phone numbers.

users
List all users that have “SMS
reports” and “SMS control” allowed.

language english 6

Set language for user 6 to English.
language polski

Set own language to Polish.

cr
Get credit information.

connect 2
Start PC connection 2.

conn 4
Start PC connection 4.
help

Get command list

[1] Only the Supervisor can execute this command.

[2] Non-supervisor users can perform this operation only for themselves. Only the Supervisor
can execute this command for a different user than himself.

[3] The command affects the “SMS reporting” option in the user settings. The command can be
performed only for those users that are allowed to receive SMS reports, for example, the user
belongs to the User Group with the SMS reporting allowed.

[4] The command affects “SMS control” option in User settings. The command can be performed
only for those users that belong to the User Group with SMS control allowed.
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Glossary

Access control

Action

Action list
Active

Alarm

Alarm control

Alarm reporting

Anti-passback

Area

Armed

Armed display

Arming station
(RAS)

Autoset

Burglar alarm

Card

Central station

Condition filter

Control panel

The control of entry to, or exit from, a security area through doors.

Action is a user programmed function, which can be done automatically
according to the programmed schedule.

Action lists are used to group configured actions. They can be done
automatically according to the programmed schedule.

See Normal / Active / Tamper / Inhibited / Isolated / Masked / Fault.

The state of a security system when a device connected to a zone is
activated and the condition of the area is such that activation should be
signalled. For example, a door lock is broken, causing a siren to sound.

The control over alarm functions.

A procedure to transmit alarm events or other events to the central station
by means of a dialler and a set of rules called a protocol.

Anti-passback function enables users to transfer from one region to
another. Entering a region twice in succession is either not possible, or will
result in an event being logged and reported to the operator.

A section of premises that has specific security requirements. The AXON
system allows any premises to be divided into different areas having
different security requirements. Each area has its own zones. Each area is
identified by a number and a name. For example, Area 1 Office, Area 2
Workshop, Area 3 Boardroom, etc.

See Set.

Armed display activates on a keypad after particular idle time. In this mode,
the information displayed on LCD and LED is very limited for security
reasons. A user intervention is necessary for return to a normal display
mode.

See Keypad.

An automatic setting of the premises started by a schedule or an exception.
See Schedule, Exception.

An alarm triggered by a security device like a PIR or door contact, indicating
someone has entered without authorized access. May also be referred to
as an intrusion alarm.

A medium holding credentials by which a user can be identified in a security
system. A card is associated in the user configuration to a user by which
the access rights are defined. Also referred to as a badge. Cards are used
on readers or keypads with built-in readers.

A company that monitors whether an alarm has occurred in a security
system. The central station is located away from the premises/area it
monitors.

A set of rules that is created by logic inputs and logic equations. Used to
control outputs and user groups.

An electronic device that is used to gather all data from zones on the
premises. Depending on programming and status of areas, it generates
alarm signals. If required, alarms and other events can be reported to the
central station.
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Cursor

DGP

Dialler

Disarmed
Door contact
Door control

Door controller

Door group

Dual

Duress

Engineer

Exception

Expander

Fire alarm
Fob

High Security
Region (HSR)

High Security User
(HSU)

History

Hold-up

Inhibit

Installer
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A flashing underline character on the liquid crystal display (LCD) that
indicates where the next character entered on the keypad will appear.

Data gathering panel. See Expander.

An electronic device that allows the AXON system to transmit alarms and
other events to a central station. Can also be used to perform up/download.

See Unset.
A magnetic contact used to detect if a door or window is opened.
The control of doors. Part of access control features.

A four-door expander is an access control panel, which extends the system
with advanced access control functions.

Door groups specify when access to a specific door is granted. Door groups
are assigned to users. Each Door group may have a different time period
(schedule) when access to the door may be granted.

Dual detector. A security device used to detect intruders in a certain part of
an area or premises. The technique used is based on two techniques like
PIR and RADAR or PIR and Ultrasonic.

A situation where a user is being forced to breach the system security (for
example, forced at gunpoint to open the door). The AXON duress facility
allows a signal to be activated (for example, notification to a central station)
by the user. This is done by entering a duress digit in conjunction with a
PIN.

Personnel from an installer that is able to install and service the control
panel.

Particular time periods when a schedule is extended or changed.

A device that collects data from other security devices within an area, and
transfers it to the AXON control panel.

An alarm triggered by fire or smoke detectors indicating a fire.

A personal wireless device, which is used to perform programmed
functions, for example, set or unset premises, open doors.

High security regions (HSR) require a certain number of high security users
(HSU) present in them to allow any normal users inside. If a high security
user leaves the region causing too few HSU present in it, an alarm is
raised, preceded by prewarning time.

The system does not allow the normal user to stay in the HSR without HSU
inside, therefore the last high security user will not be permitted to leave the
high security area if there are normal users inside.

See High Security Region.

A list of past alarm and access control events stored in memory that can be
viewed on an LCD keypad or through PC connections.

A (silent) alarm that is triggered by a hold-up button. Normally it does not
trigger any siren, only sends a message to a central station. Sometimes
also referred to as Panic button.

See Normal / Active / Tamper / Inhibited / Isolated / Masked / Fault.

A company that installs and services security equipment.
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Intelligent door

Inverted walk test

Key switch

Keypad

LCD
LED

Normal / Active /
Tamper / Inhibited /
Isolated / Masked /
Fault

Nuisance alarm

Online / offline

Output expander

Panic button

Part set

PIN

PIR

There are two types of doors in the system:

- Intelligent door: A door controlled by a door controller. This door can be
used for advanced access control.

- Standard door: A door controlled by the control panel. It only allows basic
access control functions.

A test based on counting days of inactivity for each zone.

A device using a switch to arm or disarm areas. The switch needs a key to
switch.

A device that is the user control panel for security options for areas or for
access points (doors). The keypad can be a console (LCD keypad used to
program the control panel, perform user options, view alarms, etc.) or any
other device that can be used to perform security function, such as
set/unset, open doors, etc.

Liquid crystal display. The part of a keypad where messages are displayed.

Light emitting diode. A light indicator on a keypad which conveys a
condition. For example, area in alarm, communication fault, etc.

Describes the condition of a zone.
* Normal: The zone is not activated. For example, fire exit door closed.
Active: The zone is activated. For example, fire exit door open.

* Tamper: The zone is open or short-circuited. Someone may have tried
to tamper the security device.

* Inhibited: The zone has been inhibited from indicating normal or active
status. It is excluded from functioning as part of the system for
particular time. However, tampers are still monitored.

* Isolated: The zone has been inhibited from indicating normal or active
status. It is excluded from functioning as part of the system
permanently.

* Masked: Detector is masked.
* Fault: Detector reports an internal fault.

An alarm that is triggered by a security device, without any burglar. It could
be caused by open windows, pets or incorrect projection of security
equipment.

Operational/non-operational. A device may be offline due to a malfunction
in the device itself or it may be disconnected from the control.

A PCB module that connects to the AXON control panel or an expander to
provide relay or open collector outputs.

See hold-up.

The condition of part of an area where a change in the status of certain
zones (from normal to active) causes an alarm. An area or premise is part
set when it is partially unoccupied like the outside of a home is part set but
the inside is still unset.

A 4 to 10 digit number given to, or selected by, a user. It is necessary to
enter a PIN on a keypad as a prerequisite to perform most AXON options.
In the AXON configuration the PIN is associated with a user number, which
identifies the PIN holder to the system.

Passive infrared detector. A security device used to detect intruders in a
certain part of an area or premise. The technique used is based on infrared
detection.
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Poll

RAS

Reader

Region

Remote expander

Remote keypad

Reporting

Request to Exit

zone

Schedule
Screen saver

Set

Shunt

Tamper

Trigger

Unset

Up/Download

User

User group

Virtual zone

Walk test
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An inquiry message continually sent by the AXON control panel to
expanders and keypads. Polling allows the remote unit to transfer data to
the control panel.

Remote arming station. See Keypad.

A device used for access control that can read cards to allow access.
Depending on the needs and the type of cards, the reader can for example
be a magnetic swipe reader or proximity reader. May be integrated into a
keypad.

A region is a defined access control area having doors acting as
boundaries. Regions are used by the anti-passback functions to monitor in
which regions users are present. Transfers from one region to another may
be prohibited by the anti-passback settings.

See Expander.
See Keypad.
See Alarm reporting.

A zone that is programmed to open a door using a button or PIR. Used to
allow users to exit without using the door reader. Request to exit is often
abbreviated to RTE. Also called egress.

A timed set of actions with a weekly structure.
See Armed display.

The condition of an area where a change in the status of any zone (from
normal to active) causes an alarm. An area or premise is only set when it is
unoccupied. Some zones (like vaults) can remain armed continually.

A procedure that automatically inhibits a zone from generating an alarm
when it is activated. E.g. shunts stop a door generating an alarm when
opened for a short time.

A situation where a zone, a keypad, control panel, expander or associated
wiring are tampered with, or accidentally damaged. The AXON tamper
facility activates a signal when tamper occurs.

Tamper alarms from zones are called zone tampers.

Triggers are system variables that can be used in condition filters to control
outputs remotely. Each trigger has 7 independent flags that can be set or
reset. The flags can be controlled by the various means, for example:
schedule, SMS command, keyfob, PC software.

The condition of an area when it is occupied, and normal activity does not
set off an alarm.

A protocol providing means to view the status of an AXON system or
change parameters in the system either local or remote.

Anybody making use of the AXON system. Users are identified to the
AXON system by a unique number that is associated with the user’s PIN or
card.

User groups define the options and permissions available to users.

A zone, which state depends on the state of a programmed output rather
than on an electrical signal on an input. Virtual zones are used in advanced
functionality programming.

A test performed by a user or installer. To pass the test, the user or installer
has to walk past detectors to activate these. The intention is to test the
functionality of the security system.
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Wireless expander  An expander that collects data from wireless sensors and fobs, and
transfers it to the control panel.

Wireless PIR A wireless PIR detector with built-in digital camera, which can make photos
camera and send them to the control panel when particular zones become active.
Wireless PIR A wireless expander that collects data from wireless PIR cameras and

camera expander  transfers it to the control panel.

Zone An electrical signal from a security device (PIR detector, door contact) to
the AXON system. Each device is identified by a zone number and name.
For example, 14 Reception Hold-up Button, 6 Fire Exit Door.
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Index

A

access menu, 27
accessing doors, 11
acknowledge the alarm, 21
action, 67, 72

creating, 72

deleting, 73

name, 72
action list, 67
actions

view, 68
active zones

forced set, 14

when set/unset, 13
add

action, 72

fob, 54, 79

schedule, 70

special day, 73

time frame, 71

user, 53
adding a schedule, 70
adding a special day, 73
adding a time frame, 71
adding a user to the system, 53
adding an action, 72
Advisor Advanced Pro, 24
alarm

description, 20

local alarm, 20
alarm history, 46
alarms

listing alarm history, 46

listing zones, 47

resetting, 21

valid PIN, 22

view, 21

what to do when there is an alarm, 20

when to contact the central station

company, 22

area

selection mode, 58
area selection mode, 58
areas displayed, 18
armed display, 7, 12
autoset, 17

C

calendar, 67
card

check, 66
card reader, 4
central station, 62
change PIN, 48, 54
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changing a user in the system, 53
check card, 66
code tamper, 22
common key sequences, 82
communication, 62

central station, 62

phone number, 63
condition filter, 74
configure

fob, 54
creating a schedule, 70
creating a special day, 73
creating a time frame, 71
creating a user, 53
creating an action, 72

D

daylight saving time, 60
deisolate, 45
delete
notification, 65
deleting a schedule, 74
deleting a special day, 74
deleting a time frame, 72
deleting a user from the system, 59
deleting an action, 73
dialler, 62
disable door, 51
door
control, 51
door access, 11
door control, 51
DST, 60
duress, 10
description, 10
resetting, 10

E
enable door, 51
end time, 71, 74
F

faulty zone, 22
fob, 54
add, 54, 79
name, 54
remove, 55
forced set, 14

G
glossary, 103
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input test, 61
installer, 8
isolate, 45

K

key sequences, 82
keypad, 1
keypad lockout, 22

L

LCD display
description of message display, 5
learn card, 54
LEDs
area LEDs, 6
blinking quickly, 6
blinking slowly, 6
on/off, 6
system alarm lights, 6
system faults, 7
what the LEDs mean, 5
local alarm, 20
lock door, 51
lock user data, 52
lockout, 22
log, 46

M

manual test call, 62

menu, 25
accessing, 27
panel status, 47
program users, 52
scrolling the list of menus, 27
time out facility, 25
Touchscreen, 28
unauthorised access, 25
using PIN, 25

messages
LCD display, 5

mobile application, 24

mobile phone number, 49, 57

N

notational and typographical conventions, iv
notification

delete, 65

event, 65

identifier, 64

name, 64

status, 64

user, 64

O

open door, 51
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P

panel status
listing zone status, 47
status codes, 47
part set the system, 16
when to part set, 12
PIN
description, 8
using, 8
predefined users, 8
preface, iv
program users, 52
programmable functions, 76
programming record sheets, 86
condition filters, 90
schedule, 92
SMS commands, 94
special days, 93
user groups, 89
user records, 87
programming users, 52

R
remote login, 48
remove

fob, 55

RF device, 55
reporting

phone numbers, 63
resetting alarm, 21
RF device, 55

remove, 55

S

schedule, 67
action list, 72
active schedule, 70
condition filter, 74
creating, 70
date, 70
deleting, 74
name, 70
special day, 73
time, 71
time frame, 71
scrolling the list of menu options, 27
serial number, 63
service, 60
set the system, 15, 16
active zones, 13
autoset, 17
cannot set system, 13
time limit, 12
when to set, 12
SMS
control, 50, 57
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special day, 73
creating, 73
deleting, 74
end time, 74
name, 73
start time, 74

start time, 71, 74

supervisor, 8

system alarm, 20

T

tamper alarms

listing zones, 47
telephone number, 63
test, 60
test call, 62
time and date, 60

menu options, 60
time frame

creating, 71

deleting, 72

end, 71

start, 71

week days, 71
time limit

when set, 12

when unset, 13
timed open, 51
Touchscreen menu, 28
trigger

state, 65
troubleshooting, 13, 22

U

unlock door, 51

unset the system, 16, 17

alarm, 13
time limit, 13
when to unset, 12
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user

area selection mode, 58

card, 54
changing, 53
creating, 53
deleting, 59
language, 55
name, 53

PIN, 54
programming, 52
user group, 55

user card, 54
user data lock, 52
user group

what is a user group, 8

user management, 52
user name, 53
user phone, 49, 57

user programmable functions, 76

Vv

view alarm, 21

w

walk test, 21, 60
week days, 71
wireless device, 55

Z

Zones

listing active zones, 47
listing status, 47
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User menu map

1 Zone options
1.1 Inhibit zones
1.2 Shunt zones
1.3 Camera menu
1.3.n Select camera
1.3.n.4 Isolate

1.3.n.5 Max pics 24h

1.4 Delete pics

2 Isolate
2.1 Isolate zones
2.2 Isolate expander

3 Display logs
4 Panel status
5 Settings
5.1 PIN code
5.1.1 Change PIN

5.2 Remote opts
5.2.1 Remote login
5.2.2 Change passwd
5.2.3 Mobile number

6 Door control

7
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1.3.n.6 Remote pics
1.3.n.7 Test pic to CS

2.3 Isolate keypad

5.2.4 SMS reporting
5.2.5 SMS control
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7 Users
7.0 Add user
7.n Edit user
7.n.1 User name
7.n.2 PIN
7.n.3 User card
7.n.4 RF Fobs
7.n.4.0 Add fob
7.n.4.m Select fob
7.n.4.m.1 Fob name
7.n.4.m.4 RF details
7.n.4.m.5 Remove fob

7.n.5 Language

7.n.6 User groups

7.n.7 Remote opts
7.n.7.1 Remote login
7.n.7.2 Change passwd
7.n.7.3 Mobile number

7.n.8 Access options
7.n.8.1 Door group
7.n.8.2 Floor group
7.n.8.3 Trace

7.n.9 Select mode
7.n.10 Delete user

8 Service menu
8.1 Time and date
8.2 Test menu
8.2.1 Walk test

8.3 Manual test call
8.4 Siren test
8.5 Communications
8.5.1 CS (central station)
8.5.1.n Select CS
8.5.1.n.1 Phone

8.5.2 PC connection
8.5.3 Credit
8.5.4 UltraSync
8.5.4.2 SID number
8.5.4.3 Settings
8.5.4.3.1 Password

8.5.4.4 Notification list

7.n.4.m.4.1 Sensor ID
7.n.4.m.4.2 Remove RF dev

7.n.7.4 SMS reporting
7.n.7.5 SMS control

7.n.8.4 Privileged
7.n.8.5 Extended access
7.n.8.6 Acc. user type

8.2.2 Test input

8.5.4.4.n Select notification
8.5.4.4.n.1 Notification name
8.5.4.4.n.2 Identifier
8.5.4.4.n.3 User
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8.5.4.4.n.4 Status
8.5.4.4.n.5 Event types
8.5.4.4.n.6 Delete notification
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8.6 Chime

8.7 Trigger state
8.8 Service in

8.9 Check card
8.10 Uns Time Left

9 Calendar
9.1 View
9.1.n Date
9.1.n.1 Auto setting
9.1.n.2 By object
9.1.n.3 Special day

9.2 Schedules
9.2.0 Add schedule
9.2.n Select schedule
9.2.n.1 Schedule name
9.2.n.2 Active
9.2.n.3 Date
9.2.n.4 Time
9.2.n.4.0 Add time frame
9.2.n.4.m Select time frame

9.2.n.5 Action list
9.2.n.5.0 Add action
9.2.n.5.m Select action

9.2.n.6 Special days
9.2.n.6.0 Add special day
9.2.n.6.m Select special day

9.2.n.7 Filter
9.2.n.8 Delete schedule
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9.1.n.3.1 Day type
9.1.n.3.2 Recurring
9.1.n.3.3 Until date

9.2.n.4.m.1 Start time
9.2.n.4.m.2 End time
9.2.n.4.m.3 Week days
9.2.n.4.m.4 Delete time frame

9.2.n.5.m.1 Action name
9.2.n.5.m.2 Object type
9.2.n.5.m.3 Function
9.2.n.5.m.4 Parameters
9.2.n.5.m.5 Delete action

9.2.n.6.m.1 Special day name
9.2.n.6.m.2 Start time
9.2.n.6.m.3 End time
9.2.n.6.m.4 Delete special day
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